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Enrollment for Entrust MFA

Description
The Identity Guard software at Deluxe is used for remote users connecting to the Deluxe network.

Supported Devices

The identity Guard mobile application is supported on the latest version of the iOS or Android operating
systems. The Entrust Identity Guard application can be downloaded onto a device from the App Store or
Google Play store.

Troubleshooting

If you run into any issues with your soft token, please call the Deluxe ServiceDesk at 1-800-328-9500 for
support. If you have a physical grid card, please keep your grid card in safe place as this will be used in
the event the soft token is not working.

Setup Instructions

Step 1
» Download the Entrust mobile app for your device from the App Store or Google Play.
o Search on “Entrust IdentityGuard Mobile”.

Step 2
» Using your laptop/desktop, navigate to the URL https://idgselfserv.deluxe.com (preferred browser
is Chrome).
»  Enter in your employee number (t# or k# including the t or k) as the User Name
»  Click “OK".

») DELUXE SELF-SERVICE

Login
* User Name: To begin the log in process, please enter

your User Name.
199999

OK ey

Copyright © 2019 Deluxe

Enrollment for Entrust MFA - Internal Page 1


https://idgselfserv.deluxe.com/

3
» deluxe

trusted business technology

Step 3 -
After you click “OK”, you will receive an email in your inbox from Deluxe Self-Service Registration
(idgselfserv@deluxe.com) with the one-time password (OTP) required to register for a soft token.

» Note: The one-time password is only valid for 5 minutes. If the password expires, please log out
of the self-service portal and log back in and a new email will be delivered.

File Home  Send /Receive Folder View Help Q Tell me what you want to do
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/' Bsend Al X IZL
Send/Recsive
Al Folders

Show Cancel | Download ] Unmarkcto Download ~ Download  Work
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Send & Receive Download Server Preferences

3 Send/Receive Groups =
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v Brian Peterson@deluxe... Al Unread

v Inbox & @ @ From ! ject Received ~
CBD Complete idgselfserv@deluxe.com Deluxe Self-Service Registration Fri 3/13/2020 10... 5.
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Weekly Update

Step 4
» Enter the one-time password and your domain password (domain credentials).
» Click “Log In”.

5) DELUXE SELF-SERVICE

Login

* Please enter the one-time (OTP) to your location:

I H——- Enter the one-time password emailed to you.

* Please enter your domain credentials:

=== Enter your Deluxe domain password.

Log In ancel
“B"!- Click on Log In

Step 5
»  Verify full name.
»  Update/confirm your work email
o There are multiple rows, but you only need to enter work email
»  Click “Next.

#) DELUXE SELF-SERVICE

Personal Information
Welcome 1o Entrust IdentityGuard self registration. To begin, please prowid the personal information requested b

* Full Name:
Brian Petersan

* Contact Information:
An email addrass is required.

T

Work Emal v | [brian peterson@deluxe.com
Choose [abel,

Choose labsl...

Choose [abel.

Choose label..

Choose [abel.

Choose label.

Choose label...

— /
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Step 6
»  Select and provide answers for the predefined questions.
o These will be used in case you lose or need to change your device.
»  Click “Next” when complete.

) DELUXE SELF-SERVICE

© Your personal information has been succasstully saved!

Questions & Answers
You must answer 3 pradefined questions
Predefined Questions

Predefined Question 1:

Please choose a question. '?

Answer:

Predefined Question 2

Please choose a question... M «—_

Answer:

Predefined Question 3

Please chaose a question... fp—

Answer:

Next *
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Step 7
» Click “Yes” to go to the next page (See step 1 for downloading the application to your device).

) DELUXE SELF-SERVICE

@ Your questions and answers have been successfully saved!

Soft Token

You have been selected to use a soft token for second-factor authentication.

Have you downloaded and installed the Entrust IdentityGuard Mobile ST application onto your mobile device, or the Entrust
IdentityGuard Desktop Soft Token application onto your computer?

Yes ‘

Not sure what to do?

Answer Yes if you've successfully downloaded and installed the Entrust IdentityGuard Mobile ST application. After answering Yes, you will be prompted to
set up a soft token.

Answer No if:
« You have not downloaded and installed the Entrust IdentityGuard Mobile ST application yet.
« You don't have a mobile device or computer that can support the application.
« Your attempts to download and install the Entrust IdentityGuard Mobile ST application have repeatedly failed.
« You are unclear about what to do.
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Step 8
Click “Yes” to proceed.

deluxe

trusted business technology

) DELUXE SELF-SERVICE

)/‘y Please confirm the following

Do you want to get a soft token for second factor authentication?

[es ] [

Step 9

»  Select Option 2 if you are using your desktop/laptop as advised in Steps 2-8 (preferred).

»  Click “Next” to continue.

) DELUXE SELF-SERVICE

Entrust IdentityGuard Mobile ST Activation Options

Please select the option that best matches your current situation:

1 I want to activate a soft token identity on my current device.

3. | want to delay activating my soft token identity until later.
Option 3

I'm not in a position to activate my soft token identity right now.

o

2. '® | want to activate a soft token identity on a mobile device that may not be connected to the Internet.

Step 10

» You will be presented with a screen that has a QR code.

» Open the Entrust app on your mobile device.

»  Click in the upper left corner (Android) or lower left corner (iOS) and select Scan QR code.
» Scan the QR code displayed on your computer to start the registration/activation process.
o This is a one-time activity that occurs during registration only.

Android View iOS View

4 o6 ONI'T 4 83% 0

¢ Entrust ST

" y 7 1:37 PM

IDENTITIES

Entrust

Pull down to refresh

o w§ :
You have I
1 Identities ( 6677 4489 >

0 Pending Transactions

&% Identities
Scan QR code
Transaction History
Settings

Info

= ad
R a ag

dentities Actions QR scan Settings
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Laptop/Desktop View

) DELUXE SELF-SERVICE

Entrust IdentityGuard Mobile ST Identity
Activate your new soft token identity using the method outlined below, or select Cancel to choose a different activation method.
QR Code Activation

To activate a soft token identity on a mobile device, use the Entrust IdentityGuard Mobile ST app on that device to scan the Q
below.

16916454

To complete activation, you must provide Entrust IdentityGuard Mobile ST with the password displayed above
Once you have saved your soft token identity, return here and click Next.

Next | Cancel
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Step 11
When the Entrust application reads the QR code, the application will prompt you for the password.

» The password is the red humbers displayed under the QR code.
»  You will get a screen indicating ACTIVATE IDENTITY in your phone and click on next.

Android View iOS View Laptop/Desktop View

#) DELUXE SELF-SERVICE
SCAN A QR CODE
Entrust IdentityGuard Mobile ST Identity

Password Requlred Try to center the QR code in the screen. Activate your new soft token idenity using the method outined below, or select Cancel to choose a different activation method.
This link or image Is secured by QR Code Activation

td. Enter the password =
. passwo d p b “ w To activate a soft token identity on a mobile device, use the Entrust IdentityGuard Mobile ST app on that device to scan the Ql}

to continue, [p— Activation Code bl below

Enter the activation code from the
registration portal, your email, or the

hewana help desk to use this QR code. [~

CANCEL  OK

—— 16916454

To complete activation, you must provide Entrust IdentityGuard Mobile ST with the password displayed above.

Once you have saved your soft token identity, return here and click Next.

Next Canc*

e A & 0

Identities Actions QR Scan Settings

Step 12

On your laptop, you should see the following screen. Click on “Next” then “OK”.

») DELUXE SELF-SERVICE

&) Your soft token has been activated.

New Soft Token Creation
Your request for a new soft token to be used for second-factor authentication was successful.

You have successfully activated the soft token with serial number 13136-05055. You can start using this soft token for second-factor authentication right away!

OK
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Step 13
You are now setup with a soft token for Entrust. You should be able to use this for VPN, iPort, Citrix ADC
and CyberArk MFA. You will be brought back to the page below. Click on “Done” to exit the application.

») DELUXE SELF-SERVICE

Self-Administration Actions
Please select one of the actions below or click Done if you're finished:

I'd like to update my personal information.

I'd like to change my question and answer pairings.

I've temporarily forgotten or misplaced my grid.

I've forgotten my Personal Verification Number (PVN).

I'd like to change my PVN the next time | authenticate.

I no longer have or can use my soft token device and don't have a replacement device.
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I'd like to change the name associated with my soft token.

I'd like to recreate my soft token since | deleted its Identity from my device.

I'd like to reinstall the Entrust IdentityGuard Mobile ST application on my current device or a new device.

Done

Copyright © 2019 Deluxe
Troubleshooting

If you run into any issues with your soft token, please call the Deluxe Helpdesk for support. Please keep
your grid card in safe place as this will be used in the event the soft token is not working.
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