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Projects Overview (1)
Please note that this report displays results from production branches only

deluxe-
development/oned/Deluxe.Global/Development

2 17 116

Application:
One Deluxe PrintCo

Project Tags:

Division:PrintCo Exclude_Project:False Pipeline:None Segment:One Deluxe email:cxonedeluxe@deluxe.com Business_Unit:eComm

Compliance:None

Branch: Dev 2 17 116

Last Scan Date: 03 Sep, 2026 Last Scan ID: 542079e9-b04d-4bb3-89de-14f0a1d62021 Full SAST, SCA

Oldest Vulnerability: Cookie_Injection (SAST, 63 Days) LOC: 118K

Source Origin: bitbucket Preset: OWASP TOP 10 - 2021 Scan Tags: None
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https://us.ast.checkmarx.net/projects/d3f7677a-3e61-422b-aa0d-91897314a56d/overview
https://us.ast.checkmarx.net/projects/d3f7677a-3e61-422b-aa0d-91897314a56d/overview
https://us.ast.checkmarx.net/projects/d3f7677a-3e61-422b-aa0d-91897314a56d/overview?branch=Dev


Total Vulnerabilities Overview

By Severity

Legend Density (SAST)

Critical (2, 1.48%) 0.02

High (17, 12.59%) 0.14

Medium (116, 85.93%) 0.98

By State

Legend Density (SAST)

To Verify (135, 100.00%) 1.13

Resolved By Severity

Legend

High (23, 57.50%)

Medium (17, 42.50%)

By Scanner

SAST (98, 72.59%)

SCA (37, 27.41%)

By Status

New (2, 1.48%)

Recurrent (133, 98.52%)
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Results Distribution

Results Distribution By Status

Total

New 0 1 1 2

Recurrent 2 16 115 133

Total 2 17 116 135

Results Distribution By State

Total

To Verify 2 17 116 135

Confirmed 0 0 0 0

Urgent 0 0 0 0

Total 2 17 116 135
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Vulnerabilities Insights

Language, Technology, Package, Image, Risk, File/Artifact & Imported From

csharp (96) 1 95

javascript (2) 2

Npm-decompress-4.2.1 (5) 1 1 3

Npm-semver-regex-2.0.0
(2) 2

Nuget-Microsoft.IdentityMo
del.Tokens.Saml-6.8.0 (2) 2

Npm-ansi-regex-2.1.1 (1) 1

Npm-braces-2.3.2 (1) 1

Npm-clean-css-3.4.28 (1) 1

Npm-cross-spawn-5.1.0 (1) 1

Npm-glob-parent-3.1.0 (1) 1

Npm-http-cache-semantic
s-3.8.1 (1) 1

Npm-inflight-1.0.6 (1) 1

Npm-lodash.template-3.6.2
(1) 1

Npm-nth-check-1.0.2 (1) 1

Npm-svgo-1.3.2 (1) 1

Npm-trim-newlines-1.0.0
(1) 1
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Nuget-AutoMapper-12.0.1
(1) 1

Nuget-Azure.Identity-1.10.3
(2) 2

Npm-commander-2.8.1 (1) 1

Npm-decode-uri-compone
nt-0.2.2 (1) 1

Npm-es5-ext-0.10.64 (1) 1

Npm-file-type-10.11.0 (1) 1

Npm-file-type-12.4.2 (1) 1

Npm-file-type-3.9.0 (1) 1

Npm-file-type-4.4.0 (1) 1

Npm-file-type-5.2.0 (1) 1

Npm-file-type-6.2.0 (1) 1

Npm-file-type-8.1.0 (1) 1

Npm-got-7.1.0 (1) 1

Npm-got-8.3.2 (1) 1

Npm-micromatch-3.1.10 (1) 1

Nuget-Microsoft.Identity.Cli
ent-4.56.0 (1) 1

Top 10 Vulnerable Files
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1. /Deluxe.Global/Developm
ent/Sites/Deluxe.Store/Vie
ws/Product/Product.cshtml
(1)

1

2. /Deluxe.Global/Developm
ent/Sites/Deluxe.Store/Con
trollers/OrderController.cs
(25)

25

3. /Deluxe.Global/Developm
ent/Sites/Deluxe.Store/Con
trollers/AccountController.c
s (20)

20

4. /Deluxe.Global/Developm
ent/Sites/Deluxe.Store/Con
trollers/CheckoutController.
cs (19)

19

5. /Deluxe.Global/Developm
ent/Common/Deluxe.Domai
n/Helpers/AESEncryptDecr
yptHelper.cs (12)

12

6. /Deluxe.Global/Developm
ent/Sites/Deluxe.Store/Api/
Controllers/CustomerContr
oller.cs (11)

11

7. /Deluxe.Global/Developm
ent/Sites/Deluxe.Store/Vie
ws/Shared/Components/Ad
obeAnalyticsTracker/Adobe
AnalyticsPageTypes.cs (1)

1

8. /Deluxe.Global/Developm
ent/Sites/Deluxe.Store/we
b.config (1)

1

9. /Deluxe.Global/Developm
ent/Sites/Deluxe.Store/ww
wroot/js/app.js (1)

1

10. /Deluxe.Global/Develop
ment/Common/Deluxe.Appl
ication/Features/Orders/Qu
eries/GetCustomerOrder/Or
derForDetailDto.cs (1)

1

Top 10 Vulnerability Type

1. Npm-decompress-4.2.1 | CVE-202
6-53486 1
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2. Stored_XSS 1

3. CVE-2020-28469 1

4. CVE-2021-23337 1

5. CVE-2021-33623 1

6. CVE-2021-3795 1

7. CVE-2021-3803 1

8. CVE-2021-3807 1

9. CVE-2021-43307 1

10. CVE-2022-25881 1

Top 10 Oldest Vulnerabilities (By severity & days open)

1. Stored_XSS 63 d.

2. CVE-2020-28469 63 d.

3. CVE-2021-23337 63 d.

4. CVE-2021-33623 63 d.

5. CVE-2021-3795 63 d.

6. CVE-2021-3803 63 d.

7. CVE-2021-3807 63 d.

8. CVE-2021-43307 63 d.

9. CVE-2022-25881 63 d.

10. CVE-2026-32933 63 d.
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SAST Scanned Files

File name Vulnerabilities

/Deluxe.Global/Development/Common/Deluxe.Application/Features/Orders/Queries/GetCustomerOrd
er/OrderForDetailDto.cs

1

/Deluxe.Global/Development/Common/Deluxe.Domain/Constants/RegexPattern.cs 1

/Deluxe.Global/Development/Common/Deluxe.Domain/Helpers/AESEncryptDecryptHelper.cs 12

/Deluxe.Global/Development/Common/Deluxe.Infrastructure/Services/MuleSoftService.cs 1

/Deluxe.Global/Development/Common/Deluxe.Infrastructure/Services/UpsAddressValidationService.c
s

1

/Deluxe.Global/Development/Sites/Deluxe.Store/Api/Controllers/CustomerController.cs 11

/Deluxe.Global/Development/Sites/Deluxe.Store/Api/Controllers/OrderController.cs 1

/Deluxe.Global/Development/Sites/Deluxe.Store/Controllers/AccountController.cs 20

/Deluxe.Global/Development/Sites/Deluxe.Store/Controllers/CheckoutController.cs 19

/Deluxe.Global/Development/Sites/Deluxe.Store/Controllers/OrderController.cs 25

/Deluxe.Global/Development/Sites/Deluxe.Store/Middleware/ApiExceptionMiddleware.cs 1

/Deluxe.Global/Development/Sites/Deluxe.Store/Views/Product/Product.cshtml 1

/Deluxe.Global/Development/Sites/Deluxe.Store/Views/Shared/Components/AdobeAnalyticsTracker/A
dobeAnalyticsPageTypes.cs

1

/Deluxe.Global/Development/Sites/Deluxe.Store/web.config 1

/Deluxe.Global/Development/Sites/Deluxe.Store/wwwroot/js/app.js 1

/Deluxe.Global/Development/Sites/Deluxe.Store/wwwroot/js/components/okta-init-auth.js 1
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