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EXECUTIVE SUMMARY 

The GFL Security team conducted a penetration test of the OneDeluxe and OneDeluxe Canada 
web applications between November 21st, 2022, and November 25th, 2022, and due to extending 
the penetration testing from November 28th, 2022, and November 30th, 2022 with potential risk 
verification between December 13th, 2022 and December 15th, 2022 for OneDeluxe and 

OneDeluxe Canada applications, on behalf of Deluxe Corp as part of their security assessment 
program, in order to determine its exposure to a targeted attack. 

Efforts were placed on the identification and exploitation of security weaknesses that could allow 

a remote attacker to gain unauthorized access to organizational and/or application data. 

The assessment was conducted in accordance with the recommendations outlined in NIST SP 800-
115 and OWASP. 

ASSESSMENT SCOPE 

All the resources reachable through the tested web application during penetration testing become 
a part of the pentest scope unless otherwise excluded as specified by the application team/owner 
during preliminary preparation for the test. 

In agreement with the application team, penetration testing of OneDeluxe and OneDeluxe Canada 
was carried out against the Stage environment which is a replica of the Production instances.  

For tests in the Stage environment, the next instances of the applications were provided: 

- preprod.deluxe.com/products 

- preprod.deluxe.ca/en-ca/products 

For tests and issues confirmation in the Production environment, the next instances of the 
applications were provided: 

- www.deluxe.com/products 

- www.deluxe.ca/en-ca/products 

ACCESS LEVEL FOR CONDUCTING A PEN TEST 

Web applications typically maintain multiple user roles to define permissions, control areas, and 
features a user will have access to within the application. 

Roles and accesses to be used for assessment are stipulated with the application team/owners 
beforehand as a part of the preparation for the penetration test. In the selection of the proper roles, 
the GFL Security Team consulted with the application team on roles to test and relied on the 
expertise of the application team to identify and provide the necessary application access for 

testing. 

Penetration testing of the OneDeluxe and OneDeluxe Canada applications was performed with a 
user access level. Test accounts were created by the penetration testing team since accounts were 

not provided and free self-registration is available.
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VULNERABILITY RISK RATING 

CRITICAL  

Critical vulnerabilities are vulnerabilities that are deemed to pose 
a very high threat to a company and should be fixed as a top 
priority. They represent vulnerabilities that are easy to exploit 
and can allow an attacker to completely compromise the 
environment and/or cause serious damage to the organization  

HIGH  

High-severity vulnerabilities should also be considered a top 
priority for mitigation. These vulnerabilities may require more 
work for an attacker to exploit or may not cause as significant 

harm as a critical finding but still pose a significant risk to the 
enterprise 

 

MEDIUM 

Medium-severity vulnerabilities are a lower priority but should 
still be remediated promptly. These may be difficult to exploit 
and/or may not cause significant damage if exploited. 

 

LOW  

Low-severity vulnerabilities are real but generally represent a 
minimal impact on the environment. These should be remediated 
after the HIGH and MEDIUM vulnerabilities are resolved. 

 

INFORMATIONAL 

Informational vulnerabilities have no impact as such on the 
environment by themselves. However, they might provide an 

attacker with information to exploit other vulnerabilities. 
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RISK RATING DEFINITIONS 

All penetration test findings are rated by (GFL) based on the two risk rating methods: CVSS (v3) 
and OWASP Risk Rating Methodology. This approach enables the GFL Security Team to produce 

an accurate assessment of potential risks. 

The key factors considered for risk estimation are: 

-    Estimated likelihood 

-    Estimated impact 

However, such factors as an application's purpose, specifics of its use, the field or industry it 
belongs to, and other nuances may contribute to the modification of a default risk level and either 
mitigate or escalate it. Adjustments to risk rates are usually discussed afterward and analysis is 
made based on additional details disclosed by the application team or owners.  
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Summary of Results 

 

Vulnerability Title URL Risk Level Status 

Broken Authorization 
www.deluxe.com/products 
www.deluxe.ca/en-ca/products 

Critical new 

Insecure Direct Object References 
www.deluxe.com/products 
www.deluxe.ca/en-ca/products 

HIGH new 

Broken Authorization 
www.deluxe.com/products 
www.deluxe.ca/en-ca/products 

HIGH new 

Missing Anti-CSRF Token 
www.deluxe.com/products 
www.deluxe.ca/en-ca/products 

MEDIUM new 

Outdated Software Version – jQuery-UI 
www.deluxe.com/products 
www.deluxe.ca/en-ca/products 

MEDIUM new 

Weak Change Password Functionality 
www.deluxe.com/products 
www.deluxe.ca/en-ca/products 

MEDIUM new 

Weak Captcha Mechanism 
www.deluxe.com/products 
www.deluxe.ca/en-ca/products 

MEDIUM new 

  

fixed on preprod.deluxe.com/products
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CONCLUSIONS 

During penetration testing of OneDeluxe, OneDeluxe Canada applications, it was identified that 
they are affected by serious access control flaws, which coupled with input validation issues 

threaten confidentiality and integrity of the customers’ data. Moreover, the lack of protection 
against automated attacks may lead to a complete takeover of the customer accounts with a 
serious impact on the business. Also, the usage of outdated software could compromise system 
integrity and its security possibilities against new threats.  

Considering the above, it was concluded that the overall risk rating for the OneDeluxe, OneDeluxe 
Canada applications is Critical. 
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C.1 Broken Authorization 

CVSS v3 

Vector 
AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 

Critical 

9.8 

FINDING 

During penetration testing of OneDeluxe and OneDeluxe Canada applications, a Broken 

Authorization vulnerability was discovered.   

Broken Authorization vulnerability demonstrates a weak access control implementation 

mechanism which, in this case, provides an opportunity to compromise clients' accounts by 

changing their email addresses. In case of  an automated attack, the issue could be used to 

compromise all existing customer accounts. 

RECOMMENDATION 

To resolve the problem, it is necessary to apply an authorization mechanism to all executed 
requests on the site without any exceptions. Also, token usage is required to make sure that only 
authorized users can execute requests. 

REFERENCES 

https://owasp.org/www-project-web-security-testing-guide/stable/4-
Web_Application_Security_Testing/05-Authorization_Testing/02-

Testing_for_Bypassing_Authorization_Schema  

AFFECTED APPLICATIONS 

Host IP 

www.deluxe.com/products 104.94.100.171 

www.deluxe.ca/en-ca/products 92.123.189.49 

  

https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema
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EVIDENCE A 

URL: https://www.deluxe.com/products/secure/myaccount/profileinfo/  

Authentication: Required 

In order to demonstrate the issue, two customer accounts were created. Manipulation with the 
“Manage Contact Information” request on the “attacker” account (on the right side) allows 
modifying the contact information(as well as the email address) for the “victim” account (on the 

left side).  

 

After clicking on the “Save Changes” button from the “attacker” account the next PUT request 
will be executed: 

PUT Request: https://www.deluxe.com/products/api/customer/503767 

 

The request transmits customer id (503767 for the “attacker” account) in the URL path and 
customer’s contact information (including email address) in the request body.   

https://www.deluxe.com/products/secure/myaccount/profileinfo/
https://www.deluxe.com/products/api/customer/503767
https://www.deluxe.com/products/api/customer/503767
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By changing the customer id value, it’s possible to modify the contact information for a different 
customer with the corresponding id. As an example, the id was changed to 503097 (“victim” 
account) and the email address was also modified: 

PUT Request: https://www.deluxe.com/products/api/customer/503097 

 

After successful request execution, the contact information for the “victim” account was changed 
(on the left side): 

 
And since the email address was changed, it is now possible to reset the password for the “victim” 
account using the newly modified email. 

 

https://www.deluxe.com/products/api/customer/503097
https://www.deluxe.com/products/api/customer/503097
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Password reset instructions were received in the controlled by the “attacker” mailbox: 

 

By following the “Reset Password” link the new password was set for the “victim” account. 

 

And it was possible to log in to the “victim” account (id 503097) with new credentials: 
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EVIDENCE B 

URL: https://www.deluxe.ca/en-ca/products/secure/myaccount/profileinfo/ 

Authentication: Required 

In order to demonstrate the issue, two customer accounts were created. Manipulation with the 
“Manage Contact Information” request on the “attacker” account (on the right side) allows 
modifying the contact information(as well as the email address) for the “victim” account (on the 

left side).  

 

After clicking on the “Save Changes” button from the “attacker” account the next PUT request 
will be executed: 

PUT Request: https://www.deluxe.ca/en-ca/products/api/customer/503761 

 

The request transmits customer id (503761 for the “attacker” account) in the URL path and 
customer’s contact information (including email address) in the request body. 

  

https://www.deluxe.ca/en-ca/products/secure/myaccount/profileinfo/
https://www.deluxe.ca/en-ca/products/api/customer/503761
https://www.deluxe.ca/en-ca/products/api/customer/503761
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By changing the customer id value, it’s possible to modify the contact information for a different 
customer with the corresponding id. As an example, the id was changed to 503763 (“victim” 
account) and the email address was also modified: 

PUT Request: https://www.deluxe.ca/en-ca/products/api/customer/503763 

 

After successful request execution, the contact information for the “victim” account was changed 

(on the left side): 

 

And since the email address was changed, it is now possible to reset the password for the “victim” 

account using the newly modified email. 

 

Password reset instructions were received in the controlled by the “attacker” mailbox: 

https://www.deluxe.ca/en-ca/products/api/customer/503763
https://www.deluxe.ca/en-ca/products/api/customer/503763
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By following the “Reset Password” link the new password was set for the “victim” account. 

 

And it was possible to log in to the “victim” account (id 503763) with new credentials: 
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H.1 Insecure Direct Object References 

CVSS v3 

Vector 
AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N 

HIGH 

8.2 

FINDING 

During the penetration testing, it was found that it is possible to manipulate with other user’s data. 
For example, it is possible to edit wishlists of other users. Moreover, successful exploitation 
allows attackers to perform Cross-Site Scripting attacks. 

Cross-Site Scripting attacks are a type of injection vulnerability, in which malicious scripts are 
injected into otherwise benign and trusted websites. Cross-site scripting (XSS) attacks are working 
to send malicious code, generally in the form of a client-side script, to the end user when an attacker 
uses a web application. Flaws that allow these attacks to succeed are quite widespread and occur 
anywhere a web application uses input from a user in the output it generates without validating or 

encoding it. 

Stored attacks are those where the injected script is permanently stored on the target servers, such 
as in a database, in a message forum, visitor log, comment field, etc. The victim then retrieves the 
malicious script from the server when it requests the stored information. 

RECOMMENDATION 

In order to resolve the “Insecure Direct Object References” issue it’s recommended to 

implement a proper access validation mechanism. 

Also, to prevent Cross-Site Scripting attacks, it is recommended to implement syntactic and 
semantic input validations and check the data that the application receives in addition.  

REFERENCES 

https://wiki.owasp.org/index.php/Testing_for_Insecure_Direct_Object_References_(OTG-AUTHZ-004) 

https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html 

AFFECTED APPLICATIONS 

Host IP 

www.deluxe.com/products 104.94.100.171 

www.deluxe.ca/en-ca/products 92.123.189.49 

  

https://wiki.owasp.org/index.php/Testing_for_Insecure_Direct_Object_References_(OTG-AUTHZ-004)
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
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EVIDENCE A 

URL: https://www.deluxe.com/products/secure/wishlist/?id=3180156  
Payload: <img src=x onerror=alert('XSS')> 

Parameters: cartname, cartid 

Authentication: Required 

Below are steps to replicate the issue: 

On the “Edit wishlist” page, fill  the “List Name” field with the payload and submit the changes: 

 

Intercept the request using any MiTM proxy(such as Zaproxy, Burp) and change the cartid value 

to any other user’s card id: 

 

As a result, the wishlist of the user whose cartid was specified is modified with malicious cart 
name: 

 

EVIDENCE B 

https://www.deluxe.com/products/secure/wishlist/?id=3180156
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URL: https://www.deluxe.ca/en-ca/products/secure/wishlist/?id=3169577  
Payload: <img src=x onerror=alert('XSS')> 

Parameters: cartname, cartid 

Authentication: Required 

Below are steps to replicate the issue: 

On the “Edit wishlist” page, fill the “List Name” field with the payload and submit the changes: 

 

Intercept the request using any MiTM proxy(such as Zaproxy, Burp) and change the cartid value 
to any other user’s card id: 

 

As a result, the wishlist of the user whose cartid was specified is modified with malicious cart 
name: 

 

https://www.deluxe.ca/en-ca/products/secure/wishlist/?id=3169577
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H.2 Broken Authorization 

CVSS v3 

Vector 
AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 

High 

7.5 

FINDING 

The application allows unauthorized users to gain access to the data of other users, thereby 
compromising the integrity and confidentiality of the uploaded data, as they can not only reveal 

the identity of the user but also include confidential information. 

Often, this information can be leveraged to launch or even automate more powerful attacks.  

RECOMMENDATION 

To resolve the problem, it is necessary to apply an authorization mechanism to all executed 
requests on site without any exceptions. Also, token usage is required to make sure that only 
authorized users can execute requests. 

REFERENCES 

https://owasp-aasvs.readthedocs.io/en/latest/requirement-8.1.html  

https://www.forcepoint.com/cyber-edu/data-leakage  

https://cheatsheetseries.owasp.org/cheatsheets/User_Privacy_Protection_Cheat_Sheet.html  

https://owasp.org/www-community/Broken_Access_Control  

https://owasp.org/www-project-web-security-testing-guide/stable/4-

Web_Application_Security_Testing/05-Authorization_Testing/02-
Testing_for_Bypassing_Authorization_Schema  

AFFECTED APPLICATIONS 

Host IP 

www.deluxe.com/products 104.94.100.171 

www.deluxe.ca/en-ca/products 92.123.189.49 

  

https://owasp-aasvs.readthedocs.io/en/latest/requirement-8.1.html
https://www.forcepoint.com/cyber-edu/data-leakage
https://cheatsheetseries.owasp.org/cheatsheets/User_Privacy_Protection_Cheat_Sheet.html
https://owasp.org/www-community/Broken_Access_Control
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema
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EVIDENCE A 

URL(POST): 

https://www.deluxe.com/products/Secure/Addresses/Get/GetShippingAddress.cshtml  

Authentication: Not required 

Pictures below demonstrate that the application returns customers’ billing information based on 
the customer_id value, without checking for a valid session token. 

Request with customer_id 503209: 

 

Request with customer_id 503200: 

 

 

 

 

 

 

https://www.deluxe.com/products/Secure/Addresses/Get/GetShippingAddress.cshtml
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Enumeration of the customer_id value allows to obtain billing information of all existing 
accounts: 

 
List of billing information of some existing accounts: 
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EVIDENCE B 

URL(POST): https://www.deluxe.ca/en-

ca/products/Secure/Addresses/Get/GetBillingAddress.cshtml  

Authentication: Not required 

Pictures below demonstrate that the application returns customers’ billing information based on 
the customer_id value, without checking for valid session token: 

Request with customer_id value 503209: 

 

Request with customer_id value 503200: 

 

 

  

https://www.deluxe.ca/en-ca/products/Secure/Addresses/Get/GetBillingAddress.cshtml
https://www.deluxe.ca/en-ca/products/Secure/Addresses/Get/GetBillingAddress.cshtml
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Enumeration of the customer_id value allows to obtain billing information of all existing 
accounts: 

 

List of billing information of some existing accounts: 
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EVIDENCE C 

URL: https://www.deluxe.com/products/Secure/Addresses/Get/GetShippingAddress.cshtml  

Authentication: Not required 

Pictures below demonstrate that the application returns customers’ shipping information based 
on the aid value, without checking for valid session token: 

Request with aid value 478273: 

 

Request with aid value 478291: 

 

  

https://www.deluxe.com/products/Secure/Addresses/Get/GetShippingAddress.cshtml
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Enumeration of the aid value allows to obtain shipping information of all existing accounts: 

 

List of shipping information of some existing accounts: 
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EVIDENCE D 

URL: https://www.deluxe.ca/en-

ca/products/Secure/Addresses/Get/GetShippingAddress.cshtml  

Authentication: Not required 

Pictures below demonstrate that the application returns customers’ shipping information based 
on the aid value, without checking for valid session token: 

Request with aid value 478214: 

 

Request with aid value 478285: 

 

  

https://www.deluxe.ca/en-ca/products/Secure/Addresses/Get/GetShippingAddress.cshtml
https://www.deluxe.ca/en-ca/products/Secure/Addresses/Get/GetShippingAddress.cshtml
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Enumeration of the aid value allows to obtain shipping information of all existing accounts: 

 

List of shipping information of some existing accounts: 
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EVIDENCE E 

Authentication: Required 

Pictures below demonstrate that the application returns customers’ email addresses based on the 
orderid value: 

URL: 

https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612

100&paid=1  

 

URL: 

https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612

302&paid=1  

 

 

 

 

 

 

 

  

https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612300&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612300&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612300&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612300&paid=1
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Enumeration of the orderid value allows to obtain customers’ email addresses for all existing 
orders: 

 

List of customers’ email addresses for some existing orders: 

 



29 

Deluxe Confidential        

 

EVIDENCE F 

Authentication: Required 

Pictures below demonstrate that the application returns customers’ email addresses based on the 
orderid value: 

URL: https://www.deluxe.ca/en-

ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1  

 

URL: https://www.deluxe.ca/en-

ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1  

 

 

 

 

 

 

Enumeration of the orderid value allows to obtain customers’ email addresses for all existing 
orders: 

https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1
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List of customers’ email addresses for some existing orders: 

 

EVIDENCE G 
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Authentication: Required 

“Manage Artwork” functionality allows to view and edit artwork of the other customers by the 
artwork ids. 

URL: https://www.deluxe.com/products/secure/myaccount/  

 

 

Artwork id consists of two parts, one for orderid and another for the uploaded artwork: 

URL: https://www.deluxe.com/products/secure/artwork/manage/653024/1059999/  

 

  

https://www.deluxe.com/products/secure/myaccount/
https://www.deluxe.com/products/secure/artwork/manage/653024/1059999/
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Enumeration of these numbers allows to obtain information about customers' orders and 
view/change corresponding artworks: 

URL: https://www.deluxe.com/products/secure/artwork/manage/653020/1059994/  

 

 

Other example: 

URL: https://www.deluxe.com/products/secure/artwork/manage/653019/1059993/  

  

https://www.deluxe.com/products/secure/artwork/manage/653020/1059994/
https://www.deluxe.com/products/secure/artwork/manage/653019/1059993/
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EVIDENCE H 

Authentication: Required 

“Manage Artwork” functionality allows viewing and editing artwork of the other customers by 
the artwork ids. 

URL: https://www.deluxe.ca/en-ca/products/secure/myaccount  

 

 

Artwork id consists of two parts, one for orderid and another for the uploaded artwork: 

URL: https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653023/1059998/  

 

  

https://www.deluxe.ca/en-ca/products/secure/myaccount
https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653023/1059998/
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Enumeration of these numbers allows obtaining information about customers' orders and 
view/change corresponding artworks: 

URL: https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653020/1059994/  

 

Another example: 

URL: https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653019/1059993/  

 

  

https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653020/1059994/
https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653019/1059993/
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M.1 Missing Anti-CSRF Token 

CVSS v3 

Vector 
AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 

MEDIUM 

5.3 

FINDING 

Cross-Site Request Forgery (CSRF) is an attack that forces an end user to execute unwanted 
actions on a web application in which he/she is currently authenticated. With a little help from 
social engineering (like sending a link via email or chat), an attacker may force the users of a web 
application to execute actions of the attacker's choosing. A successful CSRF exploit can 

compromise end-user data and operation when it targets a normal user. If the targeted end-user is 
the administrator account, a CSRF attack can compromise the entire web application. 

RECOMMENDATION 

What makes the attack possible is the fact that the session is uniquely identified only by the cookie, 

which is automatically sent by the browser. To prevent a CSRF attack, anti-CSRF tokens should 

be added, so an attacker wouldn’t be able to create a valid request to the backend server.  

For the CSRF token next conditions should be met: 

➢ Unique per user session 

➢ Secret 

➢ Unpredictable 

➢ Generated on the server-side 

REFERENCES 

https://owasp.org/www-community/attacks/csrf  

AFFECTED APPLICATIONS 

Host IP 

www.deluxe.com/products 104.94.100.171 

www.deluxe.ca/en-ca/products 92.123.189.49 

  

https://owasp.org/www-community/attacks/csrf
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EVIDENCE A 

URL: https://www.deluxe.com/products/secure/addresses/new/  
Authentication: Required 

The “New Address” form on the Manage Shipping Addresses page is not protected by the Anti-
CSRF token. It allows unintended changes in the customers’ data without their interaction.  

 

As an example, adding a new shipping address. 

 

 
 

 

 
  

https://www.deluxe.com/products/secure/addresses/new/
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Edited POST request without using Anti-CSRF token: 

 

As a result, the screenshot below shows the result of unintended adding a new default shipping 
address for a user: 
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EVIDENCE B 

URL: https://www.deluxe.ca/en-ca/products/secure/addresses/new/  
Authentication: Required 

The “New Address” form on the Manage Shipping Addresses page is not protected by the Anti-
CSRF token. It allows unintended changes in the customers’ data without their interaction.  

 

As an example, adding a new shipping address. 

 

  

https://www.deluxe.ca/en-ca/products/secure/addresses/new/
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Edited POST request without using Anti-CSRF token: 

 

As a result, the screenshot below shows the result of unintended adding a new default shipping 
address for a user: 
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M.2 Outdated Software Version – jQuery-UI 

CVSS v3 

Vector 
AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 

MEDIUM 

5.3 

FINDING 

During penetration testing, it was discovered that the application uses an outdated version of the 
jQuery-UI library: 

➢ jQuery-UI version 1.13.0 (released on 7 October 2021) is vulnerable to Cross-Site-

Scripting (XSS); 

An outdated software version was discovered through page source code review and console 

commands which allow understanding of what jQuery-ui version is currently running on the 

page. Please be aware that any automated security scanning tool would most likely report 

this software version as an issue. 

RECOMMENDATION 

This library should be updated to the latest version or removed from the server if it isn’t necessary 

for the application. 

REFERENCES 

https://security.snyk.io/package/npm/jquery-ui  

https://security.snyk.io/package/npm/jquery-ui/1.13.0  

AFFECTED APPLICATIONS 

Host IP 

www.deluxe.com/products 104.94.100.171 

www.deluxe.ca/en-ca/products 92.123.189.49 

  

https://security.snyk.io/package/npm/jquery-ui
https://security.snyk.io/package/npm/jquery-ui/1.13.0
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EVIDENCE A 

URL: https://www.deluxe.com/products  
Authentication: Not required 

As shown in the screenshot below, the application uses an outdated version of the jQuery -UI 1.13.0 
library: 

 

EVIDENCE B 

URL: https://www.deluxe.ca/en-ca/products/promotional/   
Authentication: Not required 

As shown in the screenshot below, the application uses an outdated version of the jQuery -UI 1.13.0 
library: 

 

Detailed information about issues for which this library version is affected, is available by the next 
link: https://security.snyk.io/package/npm/jquery-ui  

  

https://www.deluxe.com/products
https://www.deluxe.ca/en-ca/products/promotional/
https://security.snyk.io/package/npm/jquery-ui
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M.3 Weak Change Password Functionality 

CVSS v3 

Vector 
AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 

MEDIUM 

5.3 

FINDING 

The application does not enforce any security measures to change password forms. This condition 
allows attackers to brute force user accounts without any risk of locking out an account. This is 

considered a medium risk since user accounts are frequently targeted and passwords brute forcing 
is one of the primary methods an attacker will exploit to gain access. 

The discovered password change request contains the user email address. By changing it to another 
valid one, it is possible to enumerate valid password to another account. As evidence of successful 

bruteforce, the application response will notify about unsuccessful password change due to its 
similarity with the previous one. 

RECOMMENDATION 

Implement an account lockout policy for a certain amount of time to prevent attackers from 

accounts brute forcing. Depending on the application's purpose, a range of 5 to 10 unsuccessful 

attempts is a typical lockout threshold. 

Implement a CAPTCHA on the page in a way that forces users to fill out the CAPTCHA before 

the request is completed. 

REFERENCES 

https://owasp.org/www-community/controls/Blocking_Brute_Force_Attacks  

https://owasp.org/www-community/attacks/Brute_force_attack  

https://owasp.org/www-project-automated-threats-to-web-applications/ 

AFFECTED APPLICATIONS 

Host IP 

www.deluxe.com/products 104.94.100.171 

www.deluxe.ca/en-ca/products 92.123.189.49 

  

https://owasp.org/www-community/controls/Blocking_Brute_Force_Attacks
https://owasp.org/www-community/attacks/Brute_force_attack
https://owasp.org/www-project-automated-threats-to-web-applications/
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EVIDENCE A 

URL: https://www.deluxe.com/products/secure/myaccount/profilepassword.cshtml  
Authentication: Required 

Password change functionality can be used for brute-forcing of valid email/password pairs. Valid 
and invalid credentials could be distinguished by the application response. 

Invalid password: 

PUT Request: https://www.deluxe.com/products/api/customer/current/account/password  

 

Valid password: 

 

It is also worth noting that the application does not verify whether the email address to which the 
user changes the password is related to the current account, which allows brute-forcing passwords 
of other users' accounts. 

  

https://www.deluxe.com/products/secure/myaccount/profilepassword.cshtml
https://www.deluxe.com/products/api/customer/current/account/password
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EVIDENCE B 

URL: https://www.deluxe.ca/en-ca/products/secure/myaccount/profilepassword.cshtml  
Authentication: Required 

Password change functionality can be used for brute-forcing of valid email/password pairs. Valid 
and invalid credentials could be distinguished by the application response.  

Invalid password: 

PUT Request: https://www.deluxe.ca/en-

ca/products/api/customer/current/account/password  

 

Valid password: 

 

It is also worth noting that the application does not verify whether the email address to which the 
user changes the password is related to the current account, which allows brute-forcing passwords 
of other users' accounts. 

  

https://www.deluxe.ca/en-ca/products/secure/myaccount/profilepassword.cshtml
https://www.deluxe.ca/en-ca/products/api/customer/current/account/password
https://www.deluxe.ca/en-ca/products/api/customer/current/account/password
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Bruteforce password, by fuzzing it in all three parameters: 
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M.4 Weak Captcha Mechanism  

CVSS v3 

Vector 
AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 

MEDIUM 

5.3 

FINDING 

During penetration testing it was found that the application uses a weak CAPTCHA mechanism. 
Current CAPTCHA implementation allows the usage of the same token multiple times. 

CAPTCHA is a free service that helps protect websites from abuse. It is a Turing test to tell humans 
and bots apart. It is easy for humans to solve, but hard for “bots” and other malicious software to 

figure out. By adding a weak CAPTCHA mechanism, a website is at the same risk as without the 
implementation of the mechanism. 

RECOMMENDATION 

To resolve the detected vulnerability, the application should track and restrict usage of the 
CAPTCHA multiple times. 

REFERENCES 

https://owasp.org/www-project-automated-threats-to-web-applications/ 

https://www.comodo.com/business-security/email-security/anti-spam-captcha.php 

AFFECTED APPLICATIONS 

Host IP 

www.deluxe.com/products 104.94.100.171 

www.deluxe.ca/en-ca/products 92.123.189.49 

  

https://owasp.org/www-project-automated-threats-to-web-applications/
https://www.comodo.com/business-security/email-security/anti-spam-captcha.php
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EVIDENCE A 

URL: 

https://www.deluxe.com/products/secure/myaccount/createaccount.cshtml?redirect_url=%

2fen-ca%2fproducts%2f  
Authentication: Not required 

The application “Registration” feature uses CAPTCHA tokens against automated attacks that 
should prevent from sending multiple authorized requests. 

 

However, due to the lack of verification of token usage, the application does not reject requests 
that go after the original request. 

POST Request: 

https://www.deluxe.com/products/secure/myaccount/createaccountconfirmation.cshtml  

 

https://www.deluxe.com/products/secure/myaccount/createaccount.cshtml?redirect_url=%2fen-ca%2fproducts%2f
https://www.deluxe.com/products/secure/myaccount/createaccount.cshtml?redirect_url=%2fen-ca%2fproducts%2f
https://www.deluxe.com/products/secure/myaccount/createaccountconfirmation.cshtml
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As a result it allows the registration of an unlimited number of users without any restrictions.  
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EVIDENCE B 

URL: https://www.deluxe.ca/en-

ca/products/secure/myaccount/createaccount.cshtml?redirect_url=%2fen-

ca%2fproducts%2f  
Authentication: Not required 

The application “Registration” feature uses CAPTCHA tokens against automated attacks that 
should prevent from sending multiple authorized requests. 

 

However, due to the lack of verification of token usage, the application does not reject requests 
that go after the original request. 

POST Request: https://www.deluxe.ca/en-

ca/products/secure/myaccount/createaccountconfirmation.cshtml  

 

As a result it allows the registration of an unlimited number of users without any restrictions.  

https://www.deluxe.ca/en-ca/products/secure/myaccount/createaccount.cshtml?redirect_url=%2fen-ca%2fproducts%2f
https://www.deluxe.ca/en-ca/products/secure/myaccount/createaccount.cshtml?redirect_url=%2fen-ca%2fproducts%2f
https://www.deluxe.ca/en-ca/products/secure/myaccount/createaccount.cshtml?redirect_url=%2fen-ca%2fproducts%2f
https://www.deluxe.ca/en-ca/products/secure/myaccount/createaccountconfirmation.cshtml
https://www.deluxe.ca/en-ca/products/secure/myaccount/createaccountconfirmation.cshtml
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APPENDIX A: Testing Procedure 

The testing methodology that the GFL team follows is based on Penetration Testing Execution 
Standard (PTES), Technical Guide to Information Security Testing and Assessment (NIST 800-

115), and OWASP. 

The testing process consists of the following stages: 

Pre-engagement Interactions. In this phase, the scope and rules of engagement are defined. This 
includes target identification and validation, time frame definition, testing type and attack scenario 

discussion, escalation and disaster recovery procedures negotiation, etc. 

Intelligence Gathering.  The intelligence-gathering phase is aimed at collecting information about 
the target that will enable an attacker to build a picture of technical details behind an organization's 
network: details on server technology, available services, etc. 

Threat Modeling. This phase implies the analysis of information collected during Intelligence 
Gathering; targets and attack vectors are identified. 

Vulnerability Analysis. This is a process of discovering flaws and misconfigurations in systems 
and applications that can be leveraged by attackers. 

Exploitation. The exploitation phase of a penetration test focuses solely on establishing access to 
a system or resource by bypassing security restrictions. The point is to identify the main entry point 
into the organization and to identify high-value target assets. 

Post Exploitation. Actions taken in the Post-Exploitation phase are targeted at the determination 

of the value of the compromised system and identifying what data, access, and level of control can 
be obtained by an attacker. 

Reporting and Delivery. At this stage all active phases of research and exploitation are complete. 
The team analyses discovered vulnerabilities and assesses severity level from generic technical 

and organization specifics viewpoints. Findings, evidence, and recommendations are documented 
in the Penetration Test report and delivered to the responsible parties negotiated at Pre -engagement 
Interactions. 
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APPENDIX B: Tools 

The basis of the software used for penetration testing is Kali Linux distribution with many pre-
installed programs designed primarily for security tests. 

The main applications used are: 
- Nmap 
- Netcat 
- Mozilla FireFox with different plug-ins 

- Nessus Vulnerability Scanner (stand-alone proprietary tool) 

Periodically, other tools like: 
- OpenVAS 
- Arachni 

- VegaNikto 
- w3af and others are utilized for additional and/or cross-checking. 

All mentioned applications are used in the first stages of penetration testing. Vulnerabilities 
identified with the help of these tools are afterward verified manually. 

 

 




