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Figure 1. Total cost of cyber crime in seven countries
Cost expressed in US dollars (000,000), n = 252 separate companies
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* Results were not available for all fiscal years



The most expensive
computer virus of all times




Social media

A
600.,000

Facebook accounts are compromised every single day



Hackers use out of date versions to launch attacks

9%

are vulnerable
to exploit kits




Social engineering

Cyber criminals’ favorite way to manipulate victims
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lost as a result of a cyber attack
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170days  / 176%

Average time to Increase in the number of cyber
detectamaliciousor attacks, with an average of 138

criminal attack successful attacks per week









01011001110011000131100001110001

1001100l10010101016109001010101l. OIGﬂI

1100 \fjf(i58i§ 00001110001 1001 e
UU1UlU10101000019101011010 1L
1911

_ Trojans
Root k|ts
1100310 1“0“ 11000116@J" A
OOLééBé@é§§ 0107101013.@E?nf
TOFE 0101017001 0T0H

iOOOllllOOOL»A L*./\)Q,L.L\.l‘
\101010100061« J11¢
1000000011010 1011001010

111100011001100111001
71010110101010101001
710010101010101010

\ moauno11@’@1unnm
%1011@;010}91@30\‘f
19611801 110616611
910101010100100001
@4@4@4@4@4@4@}9&@4

*ﬁﬁ11@9}11n941m011

001100111
700100001¢






teanation Welcome About Menu  Gallery Contact

Fake web site

UR BLOOD TYPE IS TEA!
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“abcdefg” 7 characters

(O .29 milliseconds

“abcdefgh” 8 characters @ 5 hours
“abcdefghi” 9 characters 5 days
“abcdefghij” 10 characters 4 months
“abcdefghijk” 11 characters 1 decade

“abcdefghijkl” 12 characters

2 centuries



Authentication v
Passworgs
Shared secrets’
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POLICIES & PRUGEDURES




